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AHHOTauusA

Hactoawmin OOKyMeHT npefgHa3HayeH [Ans  crneumanuctoB,  OCYLLECTBASHOLNX
conpoBoxaeHue nporpammHoro obecneyenus (M0) — «Knnent ACHI» (ganee no tekcty MO
KnvneHt ACHIT Be3ge roe He yka3aHO MHOE) U COAEPXUT CBEOEHUS O Mopsiike YCTaHOBKM,
3anycka v yaanenus gadHoro IO.

MO KnuneHnt ACHI1 pabotaeT nog ynpasBneHuem onepaumoHHon cuctembl PE[L OC
cemencTsa JInHykc Bepcum 7.3 nnu Bbile 1 ncnons3yetca Ha APM gexypHoro nHxxeHepa nocra
au (APM Uanw)y AcCOy ArM gns rpadguyeckoro otobpaxeHunss pabotbl cuctembl ACHI.
Momnmo atoro, NO no3sonsaeT npocMaTpuBaTb apxmBHbIe rpadmkm paboTbl cuctemol ACHIT.

Ho yctaHoBkn [10 Knnent ACHI, B onepauMoHHOW cucTteMe AOMmKeH ObiTb cO3aaH

nonb3oBaTenb ¢ uMeHeM «dialog» 1 nonb3oBaTenb «rooty.
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1O IPOrpaMMHOE 00ECTICUCHHE

Iy IIyJIBT YIIPaBJICHUS

Clb CUTHAJIM3AIMs, IEHTpaIU3aIus 1 OJIOKUPOBKa

OCTOK ®enepanphas Cioyx6a TEXHUIYECKOTO U SKCIIOPTHOTO KOHTPOJIS
KICS Kaspersky Industrial CyberSecurity for Linux Nodes

Puc. Pucynok

rpm Crenuanu3upoBaHHbld ~ (opMar  KOMIIOHOBKM  TaKETOB

IMporpaMMHOIO O6CCHC‘{CHI/I}I, I/ICHOJIL?)yeMIﬂﬁ B HCKOTOPBLIX

auctpudytuBax Jlunykc (nampumep B PEJ[ OC).

1. O6wme cBegeHUsA no yctaHoBKe npuknagHoro MO cuctemsl
ACOY OINM «dwnanor»

1.1 O6wwe npasuna yctaHosku O cuctembl ACLY OMNMM «Onanor»

No ACY penutca Ha BA3OBOE N ALANTNPOBAHHOE.

BaszoBoe MO coaepxUT COBOKYMHOCTb anropuTMOB M Mporpamm, obecrnednBaroLLmX

BbIMOSIHEHNE 3aN0XEHHbIX B HEr0 (DYHKLWIN, U HE 3aBUCUT OT NYTEBOrO Pa3BUTUSA CTAHLUKN U
neperoHoB, KONMYEeCTBa U B3aMMOCBA3eN 0ObEKTOB KOHTPONSA 1 ynpaesneHus. OanHakoBas
Bepcusa 6asosoro O gomkHa 6bITb YCTaHOBIEHA HA OCHOBHOWM N Pe3epPBHbIN KOMMNbIOTEPDI.

ApantupoBaHHoe [10 cogepXuT pOaHHble KOHKPETHOro MnpoeKkTa U  HaCTPOMKK

obopynoBaHusi. Mo3ToMy ANs KaXaoro KoMMnboTepa OHO MHANBUAYASbHO.

1.2 YctaHoska 10

YctraHoBka 10 cuctembl ACIY 3aknio4vaetca B yCTAHOBKE rpm nakeToB. [lakeTbl
Haxo4daTcsa B peno3utopun Ha cepeepax Y.
Ona ynpaenenusa n nogaepxkn MO mncnonbdyetca meHepkep naketoB DNF.  [nsa
TOro 4ytobbl yctaHoBuTb N0, HeobxoanMO:
1. BbiBecTu Ha akpaH komaHaHyto cTpoky Peg OC n BOMTM B cuCTeMy C npaBamu
agMuHUCTpaTopa (KomMaHaa «Ssu»).
2. O6bHoBUTb gaHHble. KomaHpa «dnf makecachey. Nocne BBoga komaHAbl, CINCOK
BCEX M3BECTHbIX PENO3NTOPNEB OOHOBUTCA.

Bce anctpubytumeel MO ACLY OMNMM «[Quanor» XxpaHAaTcs B peno3vTopum Ha cepBepe



My1 nnun Ny2:
/usr/share/nginx/html/repos/Dialog
/usr/share/nginx/html/repos/Red0S7.3
3. YT0Obl ycTaHOBUTL NakeT, Hado 3anycTutb komaHay «dnf install <uma_nakeTta>».
OHa aBTOMaTU4ECKM pa3peLunT 1 YCTaHOBUT BCe HEOOXOAMMbIE 3aBUCMMOCTH ANs
yKa3aHHOro naketa:
Mpumep: /usr/share/nginx/html/repos/Dialog/dnf install gtmts-1.2.2-1.el7.86_64.rpm
[anee ycTtaHaBnNMBaeM Ha Kaxdblh KOMMbOTEP CBOW Habop nporpamm B
COOTBETCTBUWN C NPOEKTOM.
Mpouecc yctaHoBkn Basosoro n AgantupoBaHHoro O nmoeHTUYHbLI, pasnu4arTcs
TONbKO HaUMeHoBaHWeM nakeTa. XKenaTtenbHO cHa4vana yctaHoBuTb basosoe 10, a 3aTtem
ApanTtupoBaHHoe [10. Ecnu nakeTbl nporpamm 6binNn yCTaHOBMNEHbI paHee, TO cuctema

npeaynpegnT 06 3TOM 1 He BbIMOMNHUT YCTaHOBKY MNMakeTa.

2. YcrtaHoBka MO KnueHTt ACHI1 B KOHUrypauum — 2
BUpTYyanbHble MallUHbI.

YctaHoBka 10 KnuneHt ACHIT npousBoguTca Ha KOMMbKOTEP C OnepauyMoOHHOMN
cuctemon Pepg OC wn npegBaputenbHo YycTtaHoBrieHHbIM [10 - KoHTponb pgoctyna
nonb3oBaTtenen. Takke AnNg YCNeWHOW YCTaHOBKM TpebyeTca: ceTeBoW [OCTyn K
npenBapuTenbHO  co3gaHHonm 6a3e  OaHHblX, paboTawwen nog  ynpasrieHuem
POSTGRESQL14 u yctaHoBneHHon Ha cepsep Y1 u Y2; npaBuibHO HACTPOEHHbIE
ceTeBble agpeca M nmeHa komnbioTepos(hostname) B nokanbHOW ceTu; OOMOMHUTENbHAA
HaCTPOMKa HEKOTOPbIX (PYHKLMI onepaumoHHON cuctemsl.  [ns uenen TecTMpoBaHusa 3agad
CUCTEMHOI0 agMUHUCTPUPOBaHUS, BO3HUKaWmX B xone yctaHoBku 10 - KnveHt ACHI, n
conpoBoxaeHus MO cuctembl ACAY ANM «[Ouanor» Obina paspaboTtaHa MWHUManNbHas
KOH(purypaumsa B Buae 2-x BupTyanbHbiX mawunH VMware® Workstation 17 Player. OpgHa
BMpTyanbHasi MalimMHa uMmeeT HasBaHue — «APM uHxeHepa», BTopasa — «Cepsep [1Y2».
[aHHble BMpTyarnbHble MalUWHbI OOCTYMNHbLI B BUAE apxuBa Ansa 3arpys3kn ¢ AHOekc-amcka,
nmbo MoryT MNOCTaBnsATbCA Ha BHELWHEM HocuTene. B cnefgywouwem pasgene AaHHOro
pykoBoAcTBa, nogpobHO onucaH npouecc paboTbl Mo noaroToBke K yctaHoBke 0 «KnueHT
ACHTI» npu ncnons3oBaHuu gaHHoOro BapuaHTta. [lonHeii npouecc yctaHoBku 10 «KnueHT
ACHI» Ha oTaenbHbI KOMMNblOTEp cuctembl ACLY OMNM «[dwanor» onucaH B pasgenax
HauyuHasa ¢ n. 10 gJaHHOW MHCTPYKLUMW.

KomnbloTep, Ha KOTOpbIM ByaeT nNpomM3BOAUTLCA YCTaHOBKA 2-X BbllLEHA3BaHHbIX
BUPTYarbHbIX MaLUWH OOSMKEH NOAAEPXMBATb KOHPUIYPaLIMIO HE XyXXe NMPpUBEAEHHON Ha puUC

1., AN KaXxaon BupTyanbHOW MaLUUHbI.



Wirtual Machine Settings >
Hardware Options
Device Summary fMemary
Specfy the amount of memory allocated to this virtual machine. The memory
e —— e size must be a multiple of 4 ME,
1
£-\Hard Disk (SCSI) 50 GB Memory for this virtual machine: 2048 (2| MB
(&0 CD/OVD (SATA) Using file C:\DATA\Distributiv. ..
o Metwork Adapter NAT 128 GB
[=]use Controller Present P,
=1 Sound Card Auto detect 22 B
isplay Auto detect 16 o8 - B Masimum recommended memory
=GB (Memory swapping may
4GB occur beyond this size.)
zGE 4 - 13.9 GB
18
512 ME M Recommended memory
255 MEB 268
128 ME
4 ME Guest OS recommended minimum
22 ME 168
15 MB
= ME
4 mMB
£ Changes to the amount of memory will not take effect until the virtual
machine is powered off.
Add... Remove
Cancel Help

PucyHok 1

1) B gaHHOM MHCTPYKUUM paccmaTpuBaeTCsl BapuaHT ¢ ABYMsi BUpTyanbHbiMu MawmHamu VMware® Workstation 17 Player.

CB0b0HOE NPOCTPAHCTBO Ha AUCKe ANst OOHOW BUPTYyanbHOW MaLUWHBLI AOMKHO ObITb He MeHee 20 GB.

Takke Ha KOMMNbOTEePe A0MKHO ObITb YCTAHOBINEHO NPOrpaMMHoe obecneyvyeHne —

VMware® Workstation 17 Player B pexxume HEKOMMEPYECKOro UCMNosib30BaHUSA, Kak yka3daHo
HWXe Ha puc. 2.

About VMware Workstation 17 Player Pt

Product Information

Product: ware® Workstation 17 Player
Version: 17.5.0 build-22583795

License Information

Status: Mot licensed

Type: Mot applicable

Expiration: Mot applicable

Motes: For commerdal use, purchase a license. Buy now.

Additional Information

Host name: yury

Memory: 16252 MB

Host OS5 version: Windows 10 Enterprise, &<4-bit (Build 14393.1715) 10.0. 14393

UI log file: C:\Users\yuryiappDataLocal\Tempvmware-yury \wmware-vmplayer-7972.log

Copyright & 1998-2023 VMware, Inc. All rights reserved.

This product is protected by U.S. and international copyright and intellectual property laws. YMware products are covered
by one or more patents listed at htto: /fwww . vmware.com/go/patents

VMware is a registered trademark or trademark of WMware, Inc. in the United States andfor other jurisdictions.

All other marks and names mentioned herein may be trademarks of their respective companies.

Ok

PucyHok 2

Mporpamma VMware® Workstation 17 Player goctynHa onga ckaunBaHus ¢ AHgekc-gucka B



cocTaBe, YNOMSIHYTOro HWxe B n.3 — yctaHoBo4HoOro apxmea [10. YcraHoBka VMware®

Workstation 17 Player nposepsnacb Ha komnbtoTepe nog ynpasneHem OC Windows 10.

3. 3arpyska us ceTu UHTEepHeT ycTaHOBO4YHOro apxusa NoO

Ckonupynte URL-agpec, cogepalumin CCbifky Ha AHOeKc-auCK, rae pasmelleH dann
apxvBa, coaepXkaLlmi nankm ¢ guckammn BUpTyarbHbIX MalvH 1 gpyroe Heobxogumoe MO n
1 BbINOSTHUTE ONepaunto BCTaBKM B apeCHY0 CTPOKy Bpay3sepa Kak ykasaHo Ha puc. 3.

[ @ e m Z
Bl Cepewc © Openssin

Cepeus of.. W T3KTopr cen. 8 HacrpodoaKp. A Redmine - Ul = PIC Eacwere. @ Yuacwepue. B Npmosenna @ Koscpnerawrfl.. @ Asexe @ [naowan Mopr
+ Moo ¢ @ scamon Hactpoa
® = ®r ~n @ % m =
bt oo . R
Slnpekc - Hafiti

Yeramonn
roree | A
= RFID metin gna MA®. 100% oHnaiH KOHTPOnb.
RFID-Na6opatopua. MHBEHTapH3aUMA 1 yyeT.
eiiuac s 2
ML P npan

< asTo
poceuiicKue BoEHHEIE COBMPAIOTCA
POAMHY 3aupwaTs

PucyHok 3

Haxmute knasuwy BBofg. JInbo HaBeast KYpCoOp MbIWN Ha YKa3aHHYI BbIlE CCbISKY
HaxxmuTe knasuwy «Ctrl» 1 knaBuwy «Enter» ogHOBpeMEHHO, OCyLLEeCTBUTCA nepexon rno
CCbIfIKE N OTKPOETCS OKHO KaK Ha puc. 4., B MNOABUBLLUEMCS OKHE HaXXMUTE FIEBOWN KHOMKOW

MbILLW KNaBULly CKa4vaTb.

_POSetup.zip — iupeKc. Auck - Chromium
£ _posetupzip— Angexeuck X |+

L e e @ disk.yandex.ru/d/ITwbLjy5Yr8p 1w

@ 360 ( Monyunts+1T6 |  Boim
louTa Awuck Te |OKYMEHTEI 18 B ———

o

|

P
=]

CMOTpeTh

T |

_POSetup.zip

1

/2 CoxpanuTe Ha AHpexc. [luck * Cuauars

B [dialoge!

PucyHok 4



He 3akpbiBas okHa ¢ AHOEKC-ANCKOM OOXANTECh OKOHYaHUA ckadvBaHuS dpanna Ha
KOMMbIOTEP, NO YMONYaHUIO dhann coxpaHseTca B nanke: «3arpyskun». pouecc ckaymBaHus
hanna oTpaxaeTcHd B JIEBOM HWXKHEM YINy OKHA, Kak yka3aHO Ha puc. 5. [1o ymonyaHuio

dann coxpaHsieTcs nog umeHem — «_POSetup.zip».

_POSetup.zip — AHgekc.Auck - Chromium
£ _POsetup.zip— ArgekcAnck X |+

&€ > C & diskyandex.ru/d/ITwbLjySvrapiw

@360 [ Monywurs+176 | Boitm
louTa Anck e lokyMEHTBI i€ E————————

~r

ZIP

_POSetup.zip

/% CoxpanwTs Ha finpexc. [uck

POSetup.zi
& ooowerp

17336 MB, Ocranocs 1

] m @ cp3asr1325 8

PucyHok 5

Mo 3aBepLUeHMIO cKavMBaHUA dhanna B IEBOM HWXXHEM Yriy OKHAa AOSMKHA UCYE3HYTb

Hagnucb — «OcTanocby», Kak NokasaHo Ha puc. 6.

| 1

Pl

_POSetup.zip

#% Coxpanus na inaews. dncx

PucyHok 6

CkonunpyinTe ckayaHHbIN dharn B Kakyto nnbo nanky Ha gucke. [Ina aToro ycraHoBuTe
Kypcop Ha Ha3BaHue panna-apxmea — «_POSetup.zip» B NeBOM HWXHEM Yrny U HaXMuTe

NnpaBylo KHOMKY MbILLIN KaK MOKa3aHO Ha puc 7.
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_POSetup.zip — AHgexc.Anck - Chromium
& _POSetup.zip — Angexkcfuck X aF

& > C @ diskyandex.ru/dATwbLjysYr8piw

m 360 \/ Nonyunts +1TE | Boittn
uTa ek . pRv—— @ _

-r

ZIP

_POSetup.zip

OTkpeITE k Pa— NonyuuTs 20016

Beerga oTKpbIBaTL (aiinsl 3TOro TMNa
TMoKa3aTk B nanke 0 i

[ _POsetup.zip £ Mokasats Bce X

i
. -EH. (G AL Wl (& _POSetup.2ip — AHASKE.JNC... p | cp 3amr 1348 &

PucyHok 7

B Hucnagatowem meHio Bbibepute NyHKT — «[lokasaTb B Nanke» u KIUKHUTE MO HEMY
neBow KHOMKoW MblwKn. [locne 3Toro 3akponTe OKHO ¢ AHAeKC.[ANCK, KNMKHYB NeBOW KHOMKOW

MbILLK Ha X B KPYXXKO4Ke, B NMPaBOM BEPXHEM Yrily OKHa, Kak nokasaHo Ha puc 8.

_POSetup.zip — Aikgexc.fuck - Chromium

£ _POSetup.zip — Axgexcauck X |+ § 2akpeiTe okHO
& > C @ diskyandexru/d/ITwblysYrspiw & i Brawcsy Q)
0 360 Lo e a ' |’ Monyuuts +1TE | Boiitn [
Mouta Duck TenemocT  [IoKyMEHTs! Ewe =S
-
ZIP
_POSetup.zip
/=7 CoxpanuTh Ha fHpekc.Juck * Cavath Nonywre 20075
-
E _posetup.zip -~ MokasaTe sce X

= -E@Qﬁl [dialog@localhost:/home/di & sarpysn OHE® wzenizns

@ _POSetup.zip — Sngexc.Juc...

PucyHok 8

Ha paboyem cTone JOmKHO OCTaTbCsl OAHO OKHO C OTKPbITOM Nankon «3arpy3kn», Kak

nokasaHo Ha puc. 9. Hangute B nanke 3arpy3ku gann «_POSetup.zip».
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3arpyskn

Yerpoiicta
@redos... &

Cets

= IpocmoTp,

= -EGO‘- [dialog@localhost:/homerdi... & 3arpyaki
PucyHok 9

CkonunpyiTe aTOT dharn B kKakyo-nnbo nanky, npeaBaputensHo co3nas eé. [ycTb aTo
OygeTt nanka — «HoBasi nanka» kak Ha puc. 10.

HOBasi nanka

®aiin Mpaska Bug TMepexos 3aknagku Momos

@ Hasap -

(&) 100% (o) | Npocmorps ange raukoa v | Q)
Mecav X

R faniiedas o Ananor HOBas nanka

KomneioTep

@ dialog
. Pabouniic... _POSetup.zip
[E waitnosas... F/

B Aoxymerme:
O 3arpyaku
I My3eika
BEdvizabpaxe...
®eugeo
'@ Kopanma
VcTpoiictBa
(Bredos.. &
Cets

™ [IpocMoTp...

1 06nekT, cB0BoAHO: 29,3 GIB

/ '

| | -
Hd -C- Q- = Hosas nanka

& m @ ®  pi0asn 1152 8

PucyHok 10

[na pasapxmBauum ycTaHOBUTE Kypcop Ha ann-apxmB — «_ POSetup.zip» n
HaX>XMUTEe NPaBYHO KHOMKY MbILW KakK Noka3aHo Ha puc 11.
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VIHCTPyKUus ycTaHoBKa 1 3anyck.odt - Libreoffice Writer

@aitn  Mpaoka Bua Mepexoa  3aknagku  Momous

G Hmam v

Mecraw X [Z 4 uosasnanka

Komnblotep

[

[B (dislog@localhost:/homerdi... 5] Mcrpyrun ycrarosra naa...

PucyHok 11

B Hucnagatowem meHio BeibepuTte NyHKT — « PacnakoBaTb cloga» U KITMKHUTE MO HEMY
NeBON KHOMKOW MbILLN.

Mocne pasapxueauum omkHa NosiBUTLCS nanka — «_POSetup», kak noka3aHo Ha puc.
12.

HOBaA nanka

®aiin Mpaska Bug Tepexos 3aknagku OMOLLs
. o oS @
& Hamag v 99 Bnepen > e c BN

Mecaw X 4 HoBasnanka

KoMnbtoTep
@ dialog E .
1 Paouniic...
(A vainosas...
B goxymermer
L 3arpyscn
JdMyssika
BrM3o6pase...
BBnaeo
@ kopauma
YcTpoiicTBa
(redos... =
CeTb

# [IpocmoTp...

«_POSEtup.zip» BLiAeneH (33,6 MIB), CBOBoAHOR MecTo: 29,5 GIB

W Hoan nanka B [dislog@localhost:rhome/di.. ©® m EH® paenizan

PucyHok 12

Ecnu oTkpbITb 3Ty nanky — «_POSetup», To B HEW JOIMKHbI coaepXXaTbCsl OANH hawnn
«_Setup.zip» n aBe nanku:
«_Setup.zip» - ann zip_apxus, KOTOPbLIN COAEPXUT 7(CeMb) hannos;
«Red_OS_Linux_7.3.4 64-bit Arm-ing» - nanka, cogepxawasi OUCK U HaCTPONKK
BUPTYyanbHOM MaLwwuHbl - «APM nHxeHepay;
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«Red_OS Linux_7.3.4 64-bit_server-PU2» - nanka, cogepallasi AUCK U HACTPOMKK

BUpTYyanbHou MawwmHbl «Cepsep 1Y2».

4. 3anyck BupTyanbHou mawwuHbl — APM nHxeHepa

[na nepsoro 3anycka (nocre ckavyMBaHus ¢ AHOeKc-auMcka unmM BOCCTaHOBMEHNSA U3
apxvBa) BMPTyanbHON MallnHbl HEO6X0AUMMO OTKpPbITb nporpammy - VMware® Workstation

17 Player. Ha moHuTOpe oToBpasnTcs HavyanbHOe OKHO 3anycka, Kak nokasaHo Ha puc. 13.

VMware Workstation 17 Player (Non-commercial use only) — O >
Player ~ 0
Home Welcome to VMware Workstation
17 Player

Create a New Virtual Machine

Create a new virtual machine, which will then be added to the
top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be added to
the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more,

Help

OR - Nl

View online help.

{ Y This product is not licensed and is authorized for non-
commerdial use only. For commerdial use, purchase a license.
Buy now.

PucyHok 13

[anee HeobXoOMMO NEBOM KHOMKOW MbIlLM KNUKHYTb BKMagky cnpaBa — «Open a

Virtual Machine». B peaynbTate OTKPOETCA AMarioroBoe OKHO BblbOpa pacrnonoXeHus

BMPTYyanbHOMW MalUMHbI, B KOTOPOM aHaNoOrM4yHO MOMCKY B OKHE MPOBOAHMKA Heobxogmmo
HanTu cpann - Red_OS_Linux_7.3.4_64-bit.vmx cogepxaLimi OUCK BUPTyaribHOW MaLUUHbI -
«APM unxeHepay. [aHHbin hann gomkeH HaxoauTtbes B nanke «Red_OS Linux_7.3.4_64-
bit», nony4eHHon B pe3ynbTaTte pasapxusauum apxmea «_POSetup» Ha npeabigyliem wiare.
Hanee ctpoky ¢ umeHem anna - Red_OS_Linux_7.3.4_64-bit.vmx Heob6xoamMmo BblAeNnTb
OLHOKPATHbBIM HaXkaTueM JIeBOM KHOMKU MbILLUW U KITUKHYTb 1EBOM KHOMKOW MbILUW KNaBuLLy —

«OTKpbITbY», B NPABOM HUXXHEM YTy OKHa, NoCcrne 3Toro, Kak nokasaHo Ha puc. 14.



[anee

PucyHok 14

HeobX0OMMO KMMKHYTb NIEBOW KHOMKOW MbIwmn Knasuwy — «OTKpbITb», B

npaBOM HUXXHEM YrIy OKHa, NOoClie 3TOro Kak rnokasaHo Ha puc. 15. [JOmKHO NOsABUTBLCS OKHO

3anycka BupTyanbHon MawuHbl — “Red_OS 7.3.4_64-bit_arm-ing”. [danee Heobxogumo

NeBOW KHOMKOW MbILLIW KNMUKHYTb OOHOKPaTHO CTPOKY — «Play virtual machiney.

Player ~

> -

=

LEIJ

(R rore

Red_OS_7.3.4_64-bit_arm-ing

RAM

IE" Edi

State:
0S:
Version:

VMware Workstation 17 Player (Non-commercial use only) —

Virtual Machine Name:

Red_0OS_7.3.4_64-bit_arm-ing

Powwered Off

Red Hat Enterprise Linux 7 64-bit
workstation 17.5.x virtual machine
: 4GB

Flay virtual machine

t virtual machine settings

O >

PucyHok 15

Ecnu nosiBuTCA BCNnbiBatoLLee OKHO, Kak Noka3aHo Ha puc. 16., To HeobxoaMmo nesomn

This virtual machine might have been moved or copied.

In order to configure certain management and networking features, VMware Player

needs to know if this vi

irtual machine was moved or copied.

T you don't know, answer "I Copied K"

I Moved Tt I Copied It

Cancel

PucyHok 16
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KHOMKOW MbILwK BbibpaTb — «| Copied It».
Hanee cnenyet [oXxaaTbCsa NOSABNEHNA OKHA Havana 3arpy3ku BUpTyasibHOW MalUUHBbI,

Kak nokasaHo Ha puc. 17.

Red_OS_7.3.4_64-bit_arm-ing - VMware Workstation 17 Player (Non-commercial use only) — o >

Blayer + 11 -~ & (0] b e el D

To direct input to this virtual machine, press Ctrl+G.

RED 0S (6.1.52-1.e17.3.x86_64) HUROM {7.3.4)

‘e': onuMH, 'C': grub-TepHHHan

PucyHok 17

[lanee He npeanpuHMMasli HUKaKUX OEWCTBUMA HeobXoaMMO O0XOATbCs OKOHYaHus
3arpy3ku 1 B NosIBMBLUEMCS OKHe BblOpaTb nonb3oBaTens — «dialog» n KNMKHYTb N0 HEMY

NeBOM KHOMKOW MbILK, KaK NokasaHo Ha puc. 18.

Red_OS_7.3.4_64-bit_arm-ing - VMware Workstation 17 Player (Non-commercial use only) - o *
Player = | Il ~ & [ i

Nu, 9 gexabps 16:46

nouser

HeT B cnucke?

OC MYPOM

PucyHok 18
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[lanee B NOsSIBMBLUEMCS OKHE C MpUrnalleHneM, Kak nokasaHo Ha puc. 19.,
Heobxoanmo BBeCcTU napornb — « 12345678 Qag#» Ha aHIMMNCKOM perncTpe Krasmatypbl u

HaxaTb Krasuwy «Enter».

Red_0S_7.3.4_64-bit_arm-ing - VMware Workstation 17 Player (Non-commercial use only} - [m] x
Player - Il - & [ & =0 0% =]

MH, 9 aekabpa 16:51

OCMYPOM

PucyHok 19

[Mocne ykasaHHbIX genctBun npousongetr Bxoq B BM — «APM uHxeHepa», C
npenycraHoBneHHoON onepaunoHHon cuctemon PEL OC wn pgpyrum  nporpaMmHbIM
obecneyeHnem, HeobxoanmbimM Ans AanbHenwen yctaHoBkn MO «Knnent ACHI». Takxe
Ha AaHHOW BMPTyanbHOW MalUuvHe YCTaHOBMeHbl Heobxoaumble IP agpeca v npucBoeH

npasusibHbIN hostname.

5. 3anyck BuptyanbHou mawmnHbl — CepBep Y2

Ana 3anycka BupTyanbHon mawwuHbel — Cepsep [1Y2, Heobxogumo npogenatb
AEenCcTBuS aHanornyHble n. 4, HO nocrne oTKpbITUsa BKNagkn — «Open a Virtual Machine»
aHanorn4Hbim obpasom HanTh cbann - «Server PU2 red os 7 3 4 64.vmx», cogepxaLiunn
ANCK BUPTYanbHOM MalwnHbl - «Cepep MY2». [daHHbIN hann JOrmKeH HaXoauTbCa B narnke
«Server_PU2 red_os_7_3 4 64», nony4yeHHOW B pesynbTaTe pasapxuBauuy apxvmea
«_POSetup» Ha nocnegHux warax n.3. [lonb3oBaTenb W naposnb Ans Bxoga, Te Xe -
«dialog» n «12345678 Qq#» Ha aHIMMMACKOM perucTpe KnaBumatypbl. Takke Ha JaHHOM
BUPTyanbHOW MalLMHE YCTaHOBMNEeHbl Heobxoaumble |IP agpeca, NpucBOeH NpaBWIbHbIN
hostname n pa3ssepHyTa 6a3a gaHHbIx, paboTtatowan nog ynpasneHnem POSTGRESQL14.

Mocne okoH4aHust 3arpy3km BM  «Cepsep [MY2» Heobxogumo ybeantbcs B
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paboTtocnocobHocTn cepBepa «postgresql-14» KomaHAOW MPOBEPKM cTaTyca Cnyxobl,
BbINOSTHEHHON OT MMEHW NoNb3oBaTens C NpaBamMu agMuHUCTpaTtop («root», KomaHga —
«SUu»):

# systemctl status postgresql-14.service

B BbIBOAE KOMaHAbl AOMKHO GbiTb 0ToGpaxeHo -"" Active: active (running)". (kak npasuno
aTa CTpoKa noAceBeYeHa 3ereHbIM LIBETOM).

6. YctaHoBka 6a3zoBoro 10 KnueHnt ACHIN Ha BM.

Ona yctaHoBkn 6asosoro O «KnueHt ACHI», kak Ha BM, Tak n Ha oTaenbHbIn
komnbtoTep(06bidiHO APM  UHxeHepa B COOTBETCTBUM C NpoekToM cuctembl ACLY),
HeobxoaMMo, ecnn 3TO He BbINO caenaHo paHee, OCyLWecTBUTb AencTBusA no n.5 n n.6: T.e.
BKMOYUTb U BOWTK OT MMeHM nonb3oBaTens «dialog» Ha BM «APM unxeHepa» n «Cepsep

y2».
BHUMAHUE:

Mepen ycraHoBkomn MO HeobxoamMmo nepeHecTy dann « _ Setup.zip», KOTOpbIN BbIn
3arpyeH U3 ceTu MHTEPHET (CM. N.3 AaHHOW MHCTPYKUUKN) U pa3apXMBMpOBaH U3 apxmea —
«_POSetup.zip», B kakyto nubo nanky(gonyctum 370 OyaeT BHOBb CO34aHHaAa nanka —
«HoBasa nanka») B katanore — «[okymeHTbl» Ha BM «APM WHxeHepa». 3aTem HyXHO
pasapxmsmpoBatb Ha BM «APM WHxeHepa» 3TOT nepeHeceHHbIn apxus - « _ Setup.zip»
aHanornm4yHo ToMy, Kak 3To 6bInio onmncaHo B n. 3 ansa «_POSetup.zip».

[Mocne pasapxvBaumm OOMMKHA MOSABMTCA nanka — « _ Setup», KOTOpas COAEPXUT
7(cemb) bannos:

1. «asnpcli-1.1.8-1.el7.x86_64.rpm» - dhann, cogepalinin yCTaHOBOYHbINA rpm-nakeT,
6asoBoro MO KnneHnt_ACHIT;

2. «asnpcliSokol-1.1.9-1.el7.noarch.rpm» - ann, cogepxalimi yCTaHOBOYHbIA rpm-
nakeT agantupoBaHHoro MO KnuneHt_ACHTI (HacTponkn u gaHHble AN TECTUPOBAHUS Ha
HEKOTOPOM BUPTyaribHOW NIMHUN METPONONNTEHA);

3. «add_testuser_dialog.sh» - Ghann, copgepxawmn bash-ckpunt  ans,

aBTOMaTU3NpoBaHHOro [n[obaeneHns TecToBOro nonb3oBaTtens «dialog» ¢ naponem
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«12345678 Qa#» B onepaumoHHon cucteme PE[ OC.

4. «security_policy-1.1.14-1.el7.x86_64.rpm» - dann, cogepxalimn yCTaHOBOYHbIN
rpm-nakeT, 6a3oBoro MO «KoHTponb AocTyna nonb3oBaTenemny;

5. «security_policySokol-1.1.14-1.el7.noarch.rpm» - dpann, cogepxawimmi rpm-naker,
agantupoBaHHoro MO «KoHTpornb JocTyna nonb3oBaTteneny;

6. «VMware-player-full-17.5.0-22583795.exe» - pann, cogep>xaljmm yCTaHOBLLMK
nporpammbl — VMware® Workstation 17 Player;

7. «Knunent_ACHTI. PykoBoactBo no ycrtaHoBke, 3anycky, yganeHuwo O _.pdfy -

dann popmarta .pdf ¢ pykoBOACTBOM MO yCTaHOBKE.

[anee Ha BM «APM uHXeHepa» 0T MMEHW NOSib30BaTENs C NpaBamMm agMUHUCTPaTOP
(«root», komaHga — «suy, Maponb: 111111111Qq@, ecnu He BbiN U3MEHEH) BbIMOMHUTL
CrneayoLLyo KoMaHay:

dnf install <nyTb_k_dpanny-rom>/asnpcli-1.1.8-1.el7.x86_64.rpm

roe <nyTb_K_cpanny-rpm> — 370 NOJSIHbIW NyTb pasmeLlleHns anna —
«asnpcli-1.1.8-1.el7.x86_64.rom» B cpannoson cucteme PEO OC, (cm.
OKOHYaHue n. 3 [JaHHOro pyKoBOACTBA). B paHHOM crniyyae mcnonb3dyeTcs BapuaHT

pa3sMeLleHUsl rpm-nakeTa B BUAe aBTOHOMHOrO ¢aina, a He B peno3nuTopum.

[ns BM komaHaa yctaHoBKM OyaeT Takou:
# dnf install "/home/dialog/[JokymeHnTbl/HOBas nanka/_POSetup/asnpcli-1.1.8-1.el7.x86_64.rpm"

Mpumep BbINONHEHUS1 N040OHOM KOMaHAbI B TepMuHane npmeedeH Ha puc. 20. Ecnn

cMcTeMa BblAacT AeXypHble cooblieHns o6 owmnbkax 3arpy3kn MeTagaHHbIX U3 HEKOTOPbIX

[SllalekI7arelo) VMR 7 REME rrors during downloading metadata for repository V@ Vle> (o)

npourHopmpoBaTb, T.K. BCE NakeTbl y>Xe B Hann4nn n 3aBMCUMOCTU 6y,£l,yT pa3peLlleHbl.
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dialog@arm-ing:/home/dialog -~ B8

oain  Npaska Mouck  Tepwueian  Momols

dialogl# dnf install "/home/dialog/[lokymenTs/HoBas nanka/_POSetup/asnpcli-1.1.8-1.e17.x86_64.rpm"
Browser 6.8 B/s| @ B 006:00
- Curl error (6): Couldn't resolve host name for https://repo.yandex.r n rowser/rpm/redos/x86_64/repodata/repomd.xml [Could not resolve host: repo.yandex.ru]
Error: He ypanock 3arpy3uTb MeTafaHHble NS peno3uTopus «yandex-browser-r Cannot download repomd.xml: Cannot download repodata/repomd.xml: A1l m: r r ied
Red0S - Base 6.8 B/s| @ B 08:08
Er during downloading metadata for repository 'base
- Curl error (6): Couldn't resolve host name for http://repo.red-soft.ru/redos/7.3/x86_64/o0s/repodata/repomd.xml [Could not resolve host: repo.red-soft.ru]
- Curl error (6): Couldn't resolve host name for https://repol.red-soft.ru/redos/7.3/x86_64/0s/repodata/repond.xml [Could not resolve host: repol.red-soft.ru]
- Curl error (6): Couldn't resolve host name for https://mirror.yandex.ru/redos/7 86_64/0s/repodata/repond.xnl [Could not i
Error: He ypanoch sarpysuTb MeTajaHHbie Ans penoautopus «bast Cannot download repomd.xml: Cannot download repodata/repomd.xml: All mir
Red0S - Updates 0.0 B/s| @ B 00:00
Er during downloading metadata for repository 'updates'
- Curl error (6): Couldn't resolve host name for http://repo.red-soft.ru/redos/7.3/x86_64/updates/repodata/repomd.xml [Could not resolve host: repo.red-soft.ru]
- Curl error (6): Couldn't resolve host name for https://repol.red-soft.ru/redos/7.3/x86_64/updates/repodata/repomd.xml [Could not resolve host: repol.red-soft.ru]
- Curl error (6): Couldn't resolve host name for https://mirror.yandex.ru/redos/7.3/x86_64/updates/repodata/repond.xml [Could not resolve host: mirror.yandex.ru]
Error: He ypanock 3arpyauth meTagaHwsie ans penosutopwsi <updatess: Cannot download repomd.xml: Cannot download repodata/repomd. ALl mirrors were tried
Repositories for kernels6 6.8 B/s| @ B 00:08
Errors during downloading metadata for repository 'kernelss'
- Curl error (6): Couldn't resolve host name for https://repol.red-soft.ru/redos/7.3/x86_64/ s/kernels6-73/repodata/repomd.xml [Could not resolve host: repol.red-soft.rul
- Curl error (6): Couldn't resolve host name for https://mirror.yandex.ru/redos/7.3/x86_64/extras/kernels6-73/repodata/repomd.xml [Could not resolve host: mirror.yandex.ru]
- Curl error (6): Couldn't resolve host name for http://repo.red-soft.ru/redos/7.3/x86_64/ /kernels6-73/repodata/repomd.xml [Could not resolve host: repo.red-soft.ru]
Error: He ypanock 3arpysuth MeTapalHule ans penosutopusi «kernels6»: Cannot download repomd.x Cannot download repodata/repomd : A1l mirrors were tried
rHopupylTcst penoanTopun: yandex-browser-release, base, updates, kernels6
3aBUCWMOCTY paspeleHs.

ApxuTekTypa Bepcus 03UTOpPNiA Pasmep

x86_64 1.1 @commandline
PeaynbTaT TpaHaakuam
Ycranoska 1 Maker
06upin pasmep: 28 M

06vem namenenuin: 64 M
Npoponkuts? [a/HI: |

PucyHok 20

Ha npurnawexune — «lMpogormxkutsb? [a/H]:» B HMXKHEN YacTn okHa TepmuHana cnegyet
BBECTU CUMBOM — «» Ha PYCCKOM pPErncTpe KrnasmaTtypbl, Kak nokasaHo Ha puc 21. [lpu
atom ytunuta DNF npoBoauT cTaHOapTHy npouenypy MpOBEPKUM 3aBUCMMOCTEN WU

KOHd)J'IVIKTOB C y)Ke yCTaHOBJIEHHbIMU NakeTaMu.

- ;Y — _-
: dialog@arm-ing:/home/dialog )

] @ain Npaska Bua Mouck Tepwwwan TMowowe
f|YcTakoeka 1 Maker

06umii pasmey
06bemM uzMeHeHNit:
Mpopomwuts? [a/H]: A
3arpyska naketos:
Mposepka TpaH3akuun
MpoBepka TPaH3aKuMM YCrleWHo 3aBepleHa.
MﬂeT npoeepka TpaH3akuuu
TecT TpaHsakuuu NpoBefieH YCMewHo.
BuinonHenne TpaH3akuun

MoproTtoeka

YcTaHoeka asnpcli-1.1.8-1.e17.x86_

3anyck ckpuntneta: asnpcli-1.1.8-1.e17.x86_64
/opt/dialog/asnpcli/1ib/1ibQt5Network.so0.5
/opt/dialog/asnpeli/1ib/1ib0t5PrintSupport. so.5
/opt/dialog/asnpcli/lib/1ibicuil8n
/opt/dialog/asnpcli/1lib/1libicuuc
/opt/dialog/asnpcli/1ib/1ibQt5DBus .s0.5
/opt/dialog/asnpcli/1ib/1ibQt5EglFSDevicelntegration.so.5
/opt/dialog/asnpcli/1ib/1ibQt5Xnl. s0.5
/opt/dialog/asnpcli/1ib/1ibQt5XcbQpa.so.5
/opt/dialog/asnpcli/1ib/1ibQt5Hidgets.s0.5
/opt/dialog/asnpcli/lib/1ibssl.s0.1.1
/opt/dialog/asnpcli/1ib/1ibQt5Core.s0.5
/opt/dialog/asnpcli/1ib/1ibQt5NHaylandClient. s0.5
/opt/dialog/asnpcli/1ib/1ibQt5Sql.s0.5
/opt/dialog/asnpcli/lib/1ibicudata.so.56
/opt/dialog/asnpcli/1ib/1ibQt5Svg. so.
/opt/dialog/asnpcli/lib/1iberypto. so.
/opt/dialog/asnpcli/lib/1ibpq.s0.5
/opt/dialog/asnpcli/1ib/1ibQt56ui. so.
/opt/dialog/asnpcli/plugins/sqldrivers/libgsqlodbc.so
/opt/dialog/asnpcli/plugins/sqldrivers/libgsqlpsql.so
/opt/dialog/asnpcli/plugins/sqldrivers/libgsqlite.so
/opt/dialog/asnpcli/plugins/imageformats/libgico.so
/opt/dialog/asnpcli/plugins/imageformats/libgtiff.so
/opt/dialog/asnpcli/plugins/imageformats /libgtga. so
/opt/dialog/asnpcli/plugins/imageformats/libgsvg.so
/opt/dialog/asnpcli/plugins/imageformats /libgicns.so

PucyHok 21
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PesynbTat 3aBeplueHus onepaunn yctaHoBkmn 6asosoro MO Knunent ACHIT nokasaH
Ha puc. 22. [lo ymonyaHuio nakeT ycTaHaBnMBaeTcs B katanor — «/opt/dialog».
B 3aBMCMMOCTM OT CKOpPOCTM KOMMbIOTEPA BPEMSA YCTAHOBKM BCEX HEOOXOOUMbIX

NnakeToB MNMpwu pa3peLllieHnin 3aBUCUMOCTEN MOXET 3aHMMaTb 40 HECKOSbKNX MUHYT N bonee.

= EES —_—
E dialog@arm-ing:/home/dialog [ %]

Qain Mpaska Bug Mouck Tepwuan Momolus
/opt/dialog/asnpcli/plugins/platforms/libgwayland-xcomposite-egl.so
[|/opt/dialog/asnpeli/plugins/platforms/libgminimalegl.so
/opt/dialog/asnpcli/plugins/platforms/libgeglfs.so
/opt/dialog/asnpcli/plugins/platforminputcontexts/libcomposeplatforminputcontextplugin.so
“|/opt/dialog/asnpcli/plugins/platforminputcontexts/libibusplatforminputcontextplugin.so
/opt/dialog/asnpeli/plugins/wayland-shell-integration/libxdg-shell-v5.so
/opt/dialog/asnpcli/plugins/wayland-shell-integration/lib:
/opt/dialog/asnpcli/plugins/wayland-shell-integration/lib:
/opt/dialog/asnpeli/plugins/wayland-shell-integration/lib
/opt/dialog/asnpcli/plugins/wayland-shell-integration/1ibxdg-shell-v6.so
/opt/dialog/asnpcli/plugins/printsupport/libcupsprintersupport.so
/opt/dialog/asnpcli/plugins/platformthemes/libgxdgdesktopportal.so
/opt/dialog/asnpcli/plugins/platformthemes/1ibggtk3.so

/opt/dialog/asnpcli/asnpcli.sh

q/opt/dialog/asnpcli/asnpcli.png

/opt/dialog/asnpcli/bin/qt.conf

/opt/dialog/asnpeli/bin/asnpeli.ini

/opt/dialog/asnpcli/bin/asnpeli

/opt/dialog/asnpcli/translations/qtmultimedia_ru.qm
/opt/dialog/asnpcli/translations/qtconnectivity_ru.qm
/opt/dialog/asnpcli/translations/gtwebsocket: qm
/opt/dialog/asnpcli/translations/qtxmlpatter .qm
/opt/dialog/asnpcli/translations/qtdeclarative_ru.gm
/opt/dialog/asnpcli/translations/qt_help_ru.qgm
/opt/dialog/asnpeli/translations/gtserialport_ru.qm
/opt/dialog/asnpcli/translations/qtbase_ru.qm
/opt/dialog/asnpcli/translations/qt_ru.qm
/opt/dialog/asnpcli/translations/qtscript_ru.qm
/opt/dialog/asnpcli/translations/gtlocation_ru.qm

WHTerpanstHas koHTponeHas cymma asnpeli = md_gostl12_256(/opt/dialog/checksums/asnpcli/summa_asnpcli_gostl2.txt)= 9b58d321225b1988dab4ab41a545320545F8702818e3505
278622b5d3cd19e72

lpoeepka : asnpcli-1.1.8-1.e17.x86_64
1/

YcTaHoBneH :
asnpcli-1.1.8-1.e17.x86_64

BeinonkeHo !
[root@arm-ing dialogl#

PucyHok 22

7. YctaHoBka agantupoBaHHoro MO Knuent ACHI1 Ha BM.

[ns koppekTHon padoTbl 1O Heo6X0ANMO YCTaHOBUTL BCMOMOraTebHbIA rpm-nakeT,
dann — «asnpcliSokol-1.1.9-1.el7.noarch.rpm», cogepxawun agantuposaHHoe [10
(HacTpokM U1 [JaHHble Ana  TeCTUPOBaHMS Ha HEKOTOPOW BUPTYanbHOW  NMHUMK

MeTpononuTeHa).

BHUMAHMUE:

Bce HasBaHuMs 06BHEKTOB MCNONb30BaHHble B faHHOM [10 1 BbIBOOMMbIE Ha 3KpaH
MOHUTOpPA SABNSAIOTCH BbIMbILLMEHHBIMW, @ BCE COBMaZEeHUA C BO3MOXHbIMWU pearibHbIMU
obbekTamun — 4yncTas cny4amHoCTb.

[ns ycTaHOBKM OaHHOro naketa Heob6xoauMMO OT MMEHM MNoSib3oBaTernsi ¢ npaBamm
agMuHucTpaTtop («root», komaHga — «su», Mapone: 111111111Qq@, ecnn He 6biN M3MEHEH)

BbIMOJIHUTb CleayrLlyo KOMaHay:
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dnf install <nyTb_k_panny-rom>asnpcliSokol-1.1.9-1.el7.noarch.rpm.
roe <nyTb_K_cpanny-rpm> — 370 NOJSIHbIW NyTb pasmeLlleHns danna —
«asnpcliSokol-1.1.9-1.el7.noarch.rpm» B dparnosomn cucteme PE[] OC, (cm.
OKOHYaHve MN. 3 AaHHOro pyKoBOACTBA). B paHHoOM cnyyae ucnonb3yeTcsi BapuaHT

pasmeLleHus rpm-nakeTa B BuAe aBTOHOMHOrO ¢haiina, a He B penosutopum.

[na BM komanga yctaHoBKu ByaeT Takon:

# dnf install "/home/dialog/[JokymeHnTbl/HOBas nanka/_POSetup/asnpcliSokol-1.1.9-1.el7.noarch.rpm"

Mpumep BbINONHEHMS NOAOOHOW KOMaHAbl B TepMuHane npmeeneH Ha puc. 23.

Ecnn cnctema BblgacTt gexypHole coobuieHns 06 owmnbkax 3arpy3kn MeTagaHHbIX 13

FEET(eRrel o] NV @elalek]7h (ool VIV MRV I ERNF rrors during downloading metadata for repository |’

MO>XHO NPOUTHOPUPOBATb, T.K. BCE NAKEThbl y>Ke B Hann4nnm n 3aBUCUMOCTHU 6y,£l,yT pas3peLlleHbl.

- | AR I
. dialog@arm-ing:/homerdialog - s B
Monck  Tepmu MowLe
g dialogl# dnf install "/home/dialog/[lokymenTsl/HoBas nanka/_POSetup/asnpcliSokol-1.1.9-1.el7.noarch.rpm"
for Yandex Browser 8.0 B/s| 8 B 80:68
during downloading me a for repository 'yandex-browser-release':
- Curl error (6): Couldn't resolve host name for https://repo. ru/y rowser/rpm/redos/x86_64/repodata/repomd.xml [Could not resolve host: repo.yandex.ru]
He ypanock 3arpysuTe MeTapgaHHbie NS penosnTopus «yandex-browser-releas Cannot download repomd.xml: Cannot download repodata/repomd.xml: All mirrors were tried
Red0S - Base 8.6 B/s| 8 B 80:68
g downloading metadata for repository ‘base’:
- Curl error (6

aitn  Mpaska Brg

. nirror.yandex.rul
- Curl error (6 t r r r 3 r _B4/os/repodata/repomd.xml [Could not resolve host: repol.red-sof
. 4/os/repodata/repomd.xml [Could not resolve host: repo.red-s
& : Cannot download repodata/repomd.xml: All mirrors were tried
Updates 8.6 B/s| 8 B 08:00
during downloading me
- Curl error (6): Couldn't r r htt repol.red-soft.ru/redos/7. _64/updates/repodata/repomd.xml [Could not resolve host: repol.red-soft.ru]
- Curl error (6): Couldn't r r ru/redos/7.3/x 6 r r .xml [Could not resolve host: mirror.yandex.ru]
- Curl error (6): Couldn't resolve b r r 4/updates/repod r [Could not resolve hos repo.red-soft.ru]
He ypanock 3arpyswTh MeTapaHHsie ANs pencanTopus « y Cannot download repomd.xml: Cannot download repodata/repomd.xml: All mirrors were tried
es for kernelsB 0.8 B/s | 6 B 00:88
g downloading metadata for repository 'kernels6':
- Curl error (6): Couldn't resolve host name for https://mirror.yandex.ru/redos/7.3/x86_64/extras/kernels6-73/repedata/repond.xml [Could not resolve host: mirror.yande|

url error (6): Couldn't resolve host name for http://repo.red-soft.ru/redos/7.3/x86_64/extras/kernels6-73/repodata/repond.xml [Could not resolve host: repo.red-soft|

1 error (6): Couldn't resolve host name for https://repol.red-soft.ru/redos/7.3/x86_64/ex /kernels6-73/repodata/repomd.xml [Could not resolve host: repol.red-s
He ypanocb 3arpyauTb MeTapaHHbie Qs penosnTopus «kernel: Cannot download repomd.xml: Cannot download repodata/repomd.xml: All mirrors were tried
WrHopupywTca penosuTopun: yandex-browser-release, base, updates, kernels6

3aBMCMMOCTU paspeleHs .

Penoautopnii

YcTaHoBKa:
noarch 1.1.9-1.el7 @commandline

PeayneTar

YcTaHoeka 1 MakeT

06uwmii pasmep: 14 k
061em usmeHeHuii: 24 k
Mpoponwuts? [a/H]: |

PucyHok 23

Ha npurnawexue — «lMpogomxkutsb? [a/H]:» B HWXKHEN yacTn okHa TepmuHana cnegyet
BBECTU CUMBOJ — «4» HA PYCCKOM perucTpe knasmaTypbl.

PesynbTaTt 3aBepLueHMst onepaunn yCcTtaHoBKM rpm-naketa «asnpcliSokol-1.1.9-

1.el7.noarch.rpm» nokasaH Ha pucyHke 24. Mo ymonuaHuio nakeT ycTaHaBnvBaeTCs B

katanor — «/opt/» B nanku — «dialog» n «dialog_share».
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dialog@arm-ing:/homevdialog - - B8

aiin Opaska Bup Mouck Tepuusan [owmols

06vem n3meHeHwil
NMpoponkuTs? [a/H]: &
3arpyaka nakeTos:
KL
KLU YCIEWHo 3aBepueHa.
WgeT npoeepka TpaHsakuun
TecT TpaW3akuuu npoBefjeH ycnewHo.
BeinonHexue TpaHsakumn
q MNoprotoska

WHTerpansHas KOHTPOMbHas cyMMa pcliSokol = md_gost12_256(/opt/dialog/checksums/asnpcliSokol/summa_asnpcliSokol gostl2.txt, 465b5cd7724a891f445de38bfecB7a43a979c8bel
8d7b5a64e8992522b464a3

Mposepka : asnpcliSokol-1.1.9-1.e17.noarch 1/1

HOBJIEH:
snpcliSokol-1.1.9-1.el7.noarch

Buinoneno!
[root@arm-ing dialogl#

PucyHok 24

8. 3anyck MO Knuent ACHIN

Mocne BkntoYeHnsa nnu nepesarpyskn BM (komnbtoTepa) Ha akpaHe MOHUTOpPa 4OMMKHO

NnoABUTbLCA OKHO Bbl60pa nonb3oBaTesid NPpMMEPHO TaK KakK Noka3aHO Ha puC. 25.

Red_0S_7_3_2 - VMware Workstation 17 Player (Non-commercial use only) - x
Player v -5 0§ - e B

ur, 30 Mas 16 : 27

nouser

Her B cnucke?

OCMYPOM

AT e

PucyHok 25

Ha puc. 25 3anyck PE[] OC npou3BoanTca Ha BUPTYyanbHOW MallVHe, Npu 3anycke Ha
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OTAENbHOM KOMMbIOTEPE KapTUHKa OyaeT aHanorMyHow. B otBeT Ha npurnaweHve
onepauunoHHon cuctembl PEO OC HeobxoguMmo neBOWM KHOMKOW «Mbiwny» BblOpaThb
nonb3osaTtens «dialog» n BonuTu ¢ naponem — « 12345678 Qq#» 1 goxgaTbCs NoABNEHUs Ha

aKpaHe kapTuHkn pabouyero ctona PEL OC kak nokaszaHo Ha puc. 26.

PucyHok 26

[nsa Toro, 4tobbl Ha4YaTb paboTaTb C NPOrpaMmon HeEOHBXOANMMO OTKPbLITb FMaBHOE MEHHO
paboyero cTona, KNMKHYB fIEBON KHOMKN MbILUM MUKTOrPaMMy B JIEBOM HVKHEM YIIy 3KpaHa, Kak

nokasaHo Ha puc. 27.

PucyHok 27
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B nosiBuBLIEMCS MEHIO HY>XHO KYpPCOPOM YyKa3aTelid Mblllb B J1eBOM CTOJ'I6LI,€ Bbl6paTb
«Od)mc» n panee KInkHyTb OAUHAPHbIM LWEeNYKOM NeBOM KHOMKOW MbILUN MYHKT npaBoro

nogmeHto - «KnneHt ACHIT CoKonbHMUYECKOW NMMHUMY», KaK NMoKa3aHo Ha puc. 28.

Red_0S_7.3.4_64-bit_arm-ing - VMware Workstation 17 Player (Non-commercial use only) - g X

Player v || ~ S O 1S >0 % B

. &

[ B
BMPE[, OCMYI

iQ M el 4

® 4 m ) @ I

PucyHok 28

Mocne atoro Ha 9KpaHe MOHWUTOpa AOOJTKHO MNOABUTBCA rNaBHOE OKHO nporpamMmmbl —

«KnueHt ACHTI», kak nokasaHo Ha pwuc. 29.

KnvenT ACHN: CokonbHUecKas MUHNA -8
ain Tpaguk Cepeuc

K<E® > > o|1]|2]3]4]s|e|7]8]9|10/1112|13|14|15/16|17|18|19|20| 21| 22| 23| T v A & @ -rews 1507205 19:12:36

15.07.2025 1908 1909 1%10 1911 1912 1913 1914 1915 1916 1917 1918 1919 1920 1921 1922 1923 1924 1925 1926 1927 1928 1929 1930 1931 1932 1933 1934 1935 1936 19.37

Bynesap
Pokoccosckoro

Kan

p an
nnowage

CokonbHuKN

KpacHocenbckas

Komcomonsckas

KpacHele
Bopora

Yuctole
npyae!

Jy6aHKa

OXOTHbIiA
PAA

NeHuHa

KponoTkuHckan

Mapk
KynbTypbt

DpyH3eHckas

. . 2uANOI
" Rl e o ST 1@ W ENTT ) | orismon s

PucyHok 29

[anee Bce OeNCTBUA C NpoOrpaMmon Heo6XxooMMO BbIMOMHATbL B COOTBETCTBUM C
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AokymeHToM — «KnneHT ACHI1. PykoBogcTBO onepatopay.

[lOKyMeHT MOXHO 3arpy3uTtb C canTa KomnaHuu paspabotumka — http://dialog-
trans.ru/main-menu/uslugi/documentation/

9. Ypanenue MO Knuent ACHIN

Ansa nonHoro yaanexus MO Knuent ACHI ¢ komnbtoTepa, HeobxogumMo OT UMEHU

nonb3oBaTens C nNpaBaMu agMuvHUCTpaTop onepauuoHHon cuctembl PEL OC 3anyctutb
cneayoLLyo KoMaHay B TepMuHarne, kak nokasaHo Ha puc. 30. :

dnf remove asnpcli-1.1.8-1.el7.x86_64 asnpcliSokol-1.1.9-1.el7.noarch

dialog@arm-ing:/home/dialog
alog@arm-ing ~

P———
dialog]# dnf remove asnpcli-

@8conmandline
noarch @8conmandline
2 Nakera
0cBo6

@ekHoe MecTo: 64 M

6OKAEHHO
Npopomwuts? [a/HI: |

PucyHok 30

B okHe TepmuHana nosiButca coobueHne ytunutel dnf o paspelueHun
3aBMCUMOCTEN yaansemMblX NakeToB, Kak nokasaHo Ha puc. 31.

Ha npurnaweHvne —
«MpogomxuTb? [o/H]:» B HUXHEN YacTu okHa TepMunHana cnegyeT BBECTM CUMBOM — «4» Ha

PYCCKOM pernctpe KnasmaTtypbl U HaxaTtb «Enter».

dialog@arm-ing:/homeydialog

x86_64 @@commandline
noarch

@@commandline

Ypanenne 2 [laketa

Dceoﬁou{qewoe mecTo: 64 M
MpoponwnTe? [A/H]: A
Mpoeepka TpaHsakuun

lpoBepka TpaH3aKuun yCMewHo 3aBepueHa.
lipeT npoBepka TpaH3aKuuK

TecT TpaH3akuun MPOBEeAeH YCMewHo .
BbinonHeHve TpaH3aKuuu
MoproToeka H

11

PucyHok 31


http://dialog-trans.ru/main-menu/uslugi/documentation/
http://dialog-trans.ru/main-menu/uslugi/documentation/

26
Mocne atoro npouecc yaaneHnusa MO ByaeT 3aBepLUeH, Kak Noka3aHo Ha puc. 32.

§ wawnn paEka WA OWUCK  1epMKUHan oMOLWE

OceoboxpgeHHoe MecTo: 64 M
Npogonwuts? [o/H]: g
MpoBepka TpaH3akuun
MpoBepka TpaH3akUUW YCMewHo 3aBepleHa.
WpeT npoBepka TpaH3akuuu
TecT TpaH3akuuW MPOBEfEH YCMewWHo.
BbinonHeHue TpaH3akuuu

NoproToeka H
1/1
YnaneHue : asnpcliSokol-1.1.9-1.el7.noarch

1/2

YnaneHuve : asnpcli-1.1.8-1.el7.x86_64
2/2

Npoeepka : asnpcli-1.1.8-1.e17.x86_64
1/2

Mpoeepka : asnpcliSokol-1.1.9-1.el7.noarch
2/2

Ypanew:
asnpcli-1.1.8-1.el7.x86_64 asnpcliSokol-1.1.9-1.el7.noarch

BrinonxeHo !
[root@arm-ing dialogl# |

PucyHok 32

Mpun aTom ocTaBwmeca HepaboTatowme Apnbikn Ha paboyem ctone («CeaHc goctyna
K yoaneHHoOMy KOMMbITEPY» U « TepMUHan» MOXHO yaanuTb NpyM NOMOLLM NPaBOW KHOMKK

MbILLN.

10. MoaroTtoBka KomnbloTepa ans ycraHoBku MO Knuent ACHIN

KpaTko OCHOBHOW anropuMTm NOAroTOBKM:

1. TNpoBepuTb COOTBETCTBME XapaKTepuUCTUK KoMmnbroTepa no n.10.1 ana ycraHoBku
MO Knunent ACHTI.

2. YCTaHOBMUTb M HACTPOUTb Ha 3TOM KOMMblOTEpPE onepaunoHHyto cuctemy PE[] OC
7.3.4. vnn BblWwe B cooTBeTcTBMU C [lpoekTom (IP-agpeca — B COOTBETCTBMM C NPOEKTOM
cuctembl, hostname - arm-ing), KoHurypauma — paboyass ctaHuma C rpaduyeckum
oKkpyxeHuem, no n. 10.2., ganee no TekcTy AaHHbIN KoMnbloTep — APM UHxeHepa. K aTtomy
MOMEHTY B nokansHon cetn nommmo APM VHxeHepa OomKHbI NPUCYTCTBOBATb KOMMbIOTEPbI
— Cepsep Y1 u cepsep Y2, ¢ ycraHoeneHHon PE[] OC u IP-agpecamu(B cooTBETCTBUM C
NPoeKToM cuctemsl) n hostname (pu1 1 pu2) COOTBETCTBEHHO.

3. MpoeepuTtb ping mexay: APM UnxeHepa n Cepsep NMY1, APM UnxxeHepa n Cepeep
Y2 B o4HY 1 Opyryto CTOPOHLI.

4. YcTaHOBUTb M HacTpouTb 6a3y gaHHbix PostgreSQL Ha Cepsep MY1 n My2.

4. YctaHosuTb [10 KoHTposnb gocTtyna nonb3oBaTternen Ha komnbtotep APM UHxeHepa
(MHCTpPYKUMSA MO ycTaHOBKE [AOCTyrNHa Ha cauTe no agpecy: http://dialog-trans.ru/main-
menu/uslugi/documentation/) .

5. YcraHoButb MO Knnent ACHI1 Ha komnbioTep APM MHXeHepa, B COOTBETCTBUU C
AaHHOW MHCTPYKLUMen(TexHonormyeckm napons superadmini - 111111111Qq@).

10.1 [lpoBepka COOTBETCTBUS XapaKTepUCTUK KOMMblOTepa ANA


http://dialog-trans.ru/main-menu/uslugi/documentation/
http://dialog-trans.ru/main-menu/uslugi/documentation/
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yctaHoBku MO Knnent ACHTI.

Ana nonHoro gyHkunoHuposaHus «IO Knuent ACHIT» HeobGxoanmbl annapaTHble
cpefcTBa B crielyloLemM cocTaBe:
*  CUCTEMHBbIN BNIOK B NPOMBbILLSIEHHOM UCMNOSTHEHUM C KOHAPUTYpPaLIMEN HE XYyXKe:
- npoueccop ¢ Yyactoton He meHee 3,3 Ty,;
- onepartmBHasi namaTb 06beMOM He MeHee 4 [6anT;
- KECTKMUN ANCK eMKOCTblo He MmeHee 500 [6anT;
- ceteBad kapta Ethernet co ckopocTtbio nepegaun 1000 M6ut/c (konn4yecTBo
CeTEBbIX KapT onpeaensieTcs NPoOeKToM);
*  Komnnekt obopyaoBaHusa Ansa KOMnbloTepa:
- MOHUTOP C pa3MepoM 3KpaHa He MeHee 19" c paspelleHMeM He MeHee
1920x1080.
- KnasuaTypa, UMetoLLasi PyCCKOSA3bIYHYHO packnaaky.
- MaHUMyNAToOP TUMNa «MbILUbY;
*  Bnok 6ecnepebonHoro nuTaHms He meHee 600BA;
*  HacToNbHbIK cunTbiBaTENb RS-USB — Anga cuuTbiBaHWA U nepenayn B KOMMNbHOTEP
CEPUNHBIX HOMEPOB BECKOHTAKTHbIX NAeHTU(MKATOPOB No nHTepgency USB.
MopoepxuBaeT popmaThbi:
- HID Proxll, EM-Marine, Temic;
- Mifare Ultralight n DesFire (4teHune UID);
- Mifare ID/Classic/Plus SL1 n SL3 (4teHne n 3anucb UID un 3awuweHHon
obrnactn namaTu).
Mutanne/notpedbnerne USB/50 MA.
MO «Knuent ACHI» ycTtaHaBnuBaeTca Ha komnbiotep APM WHxeHepa, npwu

HeoBXxoaMMOCTM MOXET ObITb yCcTaHoBNEeHO Ha apyron APM ACLY AOINMM «Owanor».
10.2 YcTaHOBKa 1 HacTponka onepaunoHHon cuctembl PE[ OC.
3arpyauTb iso-06pa3s onepaumoHHom cuctembl PEL OC Bepcun 7.3.4. MOXHO oTcroAa

https://repo1.red-soft.ru/redos/7.3/x86 64/oem/redos-MUROM-7.3.4-20231220.0-
Everything-x86 64-DVD1-kickstart.iso. (B pmaHHOWM NHCTPYKLNN BCE  [OencTBus

paccMmaTtpmBaroTcs Ha npumepe ncnons3osaHna PE OC Bepcun 7.3.4.).
O3HakomuTbCs ¢ 0bLwen nHgpopmaumen no ycraHoske PE[] OC moxHo B 6a3e 3HaHun

komnaHum OOO «Peg Codpt» no ccwinke - https://redos.red-soft.ru/base/manual/red-os-

installation/. B gaHHOM pasgene oCTaHOBUMCS HA HEKOTOPbIX OCOBEHHOCTAX YCTaHOBKM.

B MeH BbIGOpa pacnofioXeHusi YCTAHOBKW HYXXHO BbiOpaTb YCTPOWCTBO AN


https://repo1.red-soft.ru/redos/7.3/x86_64/oem/redos-MUROM-7.3.4-20231220.0-Everything-x86_64-DVD1-kickstart.iso
https://repo1.red-soft.ru/redos/7.3/x86_64/oem/redos-MUROM-7.3.4-20231220.0-Everything-x86_64-DVD1-kickstart.iso
https://redos.red-soft.ru/base/manual/red-os-installation/
https://redos.red-soft.ru/base/manual/red-os-installation/
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YCTaHOBKWN onepaunoHHON cucTeMsbl, cM. Puc. 33., a B KOHUrypaumm ycTpoucTs XpaHeHUs
ykasaTtb — [1o-cBoemy.

YCTAHOBKA RED OS MUROM-7.3.4

Bbibop ycTpoiicTe

BobibepuTe ycTpoiicTea ANA yCTaHOBKM OnepauMoHHoi cucTembl. OHu He 6yyT MsMeHeHbl 10 Tex Nop, NoKa Bbl He HaxmMeTe KHonky «HauaTe
YCTaHOBKy» B rTaBHOM OKHE.

JlokanbHbie AUCKK

20 Twb

HARDDISK
sda / 20 T'wb ceobogHo

M3MeHeHHA 33TPOHYT TONbKO BbiGPaHHbIE 30ECh JHCKH.

CneunannsnpoBaHHbie U CETEBbIE ANCKK

,[lo&asu:b OMCK... V

M3MeHeHUs 33TPOHYT TONBKO BBIGPAHHBIE 30ECh JUCKU.
KoHdurypaums ycTpoidcTs xpaHe Hua
ABTOMaTHUECHKM o o-ceoemy JOononnutensxo (Blivet-GUI)

BbigenuTs AoNONHUTENbHOE NPOCTPAHCTEO

LWudpoeanue

3awmdposaTth faHHble [1aponb GyeT yCTaHOBeH Mo3Hes.

MonHas CcBOOKE NO AMCKAM M 33T DY3UMKY... Bobibpan 1 guck; emkoctb 20 Mub; ceoboaHo 20 Tub O6HOBUTD...

PucyHok 33

B pesynbtate Mbl nepengem Kk pyyHon pasmeTtke anckos (Puc. 34.).

PA3METKA BPYYHYIO YCTAHOBKA RED OS MURC
Foroso
~ Hosan ycranoexa RED OS MUROM-7.3.1 ro_redos-root
Touxa MOMTHPOBAMMA: Ycrpohcrea:
(sda)
’:U‘“ = 1024 MubB Tpebyeruii obven:
swap 15rub 1251ub
ro_redos-swap
Twn ycrpoRcrea: Fpynna Tosos:
LvM = 3awndposate ro...0%
DARNOBAA CHCT EMA: =
Hiasernte
~
MeTwa: Maan:
root
+ e c
CBOGCOHD BCEro
1023 Kub 15 rmwb
Buwbparo 1 yCTRpORCTRO XpaHeHna Cépocs

PucyHok 34

Heo6xoomMmo BblAenUTbL MECTO AN pa3fenos:
. /boot 1024M6.;
. /swap lNonoBuHy pa3mepa onepaTMBHON NAMATH;

. /Bce ocTaBLueecsa MecTo.



29

Mpy HaxxaTun Ha KHOMKY «[ 0TOBO» MosIBUTCS OKHO — « OB30p M3MeHeHuin», cM. Puc.
35., Heo6GXx0aAMMO ellle pa3 NPOBEPUTb NPaBUIbHOCTb YCTAHOBOK U MPU OTCYTCTBMU OLLNOOK

- «[pUHATL N3MeHeHUs», NMMBo HaxaTb — « OTMEHUTb U BEPHYTLCS K HACTPOMKE pa3aernoBy.

OB30P U3MEHEHWIA
Hompe HacTpodias mpeBemyT K CRegyouiam MK HIERM, Ko TORNE BCTYTAT B CAy NOCNE BOIRPATA B FIAEHOS HasD W Hauana
VETIHORHI
proon  JefcTome Yerpoficreo CUME HOHTHP G BANHS
1 FEaRTe GopaaTrpoaande Unkiisan Whdware, Vidware Wirtus] 5 {sda)
2 COMRATE ROpMATHRORIHWE  Tabnuua paanenos (MSDOS) YMware, Viware Wirtual S {sda)
3 CONAATE YT PORCTRG parttion S wa Vi ware, ViMiwane Virusl 5
4 CORGATE YCTROHCTRD partition sda wa Vidware, Vidware Virtual 5
5 COELETE GopuaTrposinde  physhosl vwolumme (LYM] S8 Ha Vidwane, Vidware Virtual 5
& CORRATE YETROHCTRD g ro_redos
T CORRATE YT RORACTEG Ll ra_redos-swap
8 COMGATE POPHATHROBIHHE  SWap rio_redos- e p
] CORRATE YT POACTRG vl ro_redos-rool
10 corgaTe opMaTUpoEaHe  gutd ro_redossroot ]
n CORGETE POpHaTHpOREHME  exld 087 Ha Vidware, Viliware Vinual 5 [boot
OTMEHATE M BEPHYTLCR K HACTPOBKS PAARANaR M IRHATL HAHRHE NS

PucyHok 35

BHUMAHMUE!

Blkatiectie fapori foot MoxHo sapated 111111111Qq@

B panbHenwem naposnb MOXHO 3aMeHUTb, C y4eToM TpeboBaHuin 6e30nacHOCTW.

NAPOJIb ROOT

YueTHan 330t AAMUMUCTPATOPR (root) NPEAMAIMINEHI ANA YNPIRNeHMA CHCTemoR. Boegute napons root

Napone root ssssssne

Xopowmn

Mopteepmaenne. | ssssssss

326n0KMPOBATE YNETHYIO J3NKCH oot

v PaspewnTs Bx08 NONLIOBATENEM OOt C NAPONEN wepes SSH

PucyHok 36

Takke HeobxoanMo nocTaeuTh «ranouky» B yekGokce B, B none «Paspewmts BX0A
nonb3oBaTtens root ¢ naponem yepe3 SSH».
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[anee Heobxognmo co3gaTb obbl4HOro norb3osaTens. PekomeHgyeTcsa co3gaTb
nonb3oBaTtens ¢ umeHem (login name) - “dialog” ¢ nobbim napornem cm. puc. 37., HO

KOTOPbI HEOBXOANUMO 3aNOMHUTb, YTOObI BbINOMNHUTL AanbHenle 0encTeums,

CO3JAHME NONbL3OBATENA YCTAHOBKA RED OS MUR(|
foroso
Nonmoewsen  dialog
Yo nomsosatens | dislog
Tpe a
Mapons  seeees
e Hopmansmwi
Noarsepamtenapons  s=ssss

PucyHok 37

B panbHenwem naponb 6yaeTr nameHeH, A0 Tpebyemoro ypoBHA 6e3onacHOCTU
npunaraembiM K YCTaHOBOYHOMY KOMMMekTy bash-ckpuntom. [anee no OKOH4YaHUKU
YCTAHOBKM criegyeT nepesarpy3nTb KOMMNbOTEP W MNPUHATL YCNOBUSA JIMLEH3MOHHOMO
cornawweHuns komnaHmm OO0 «Peg Codo».

B meHto BbIbOpa nporpamMm Hy)XHO 3agaTtb, kKakasi KoHdurypaums 6yaeTt yctaHoBneHa
(Pwuc. 38.):

. Pabouyass crtaHuma c rpadmyeckum OkpyxeHuem pgns komnototepa APM
NHXeHepa;
. Cepsep ¢ rpadmnyecknm nHtepdencom ans cepsepos Y.

[lononHuTenbHoe nporpaMmMHoe obecneveHne Ans BbliOpaHHOM cpeabl BbibupaTtb He

Hapo. OHo ByaeT ycTaHOBMNEHO No3aHee.

BbIEOP NPOrPAMM YCTAHOBKA RED OS MUROM-7.3.1

Forons

NononHuTenoHoe nporpaMmHoe obecneveHne ana

bBasosoe okpyxeHune BbibpaHHoOn cpennb
O Pabouan CTamUmn € rPIGUNECKIM OKPYWEHNEM KnuenTol yRANEHMHOro paboyero crona
PaGouan cTanuma ¢ rpaduveckmm oxpyxennem (MATE)
Ceppep MunnManbHbii MNoanepmKa CMAPT-KapT
Cepoep MuHnManoHosi, Moagep»xa ayTeHTHOMKIWKM C NOMOWBIO CMAPT -KAPT
Cepsep ¢ rpaduieckmm UHTepdeicom KNMeHT bl BUPTYaNbHBIX Y3CTHBIX CeTel
Cepeep ¢ rpadnueckmm untepdeincom KNMenT s BHPTYANDHB YACTHBX CETeR 1

COOTBETCT ByIOwMe anneTo ana NetworkManager

BMGNMOTEeNM COBMRCTMMOCTH

BUENHOTERM COBMECTHMOCTI ANA NPUNOMEHMH,
CO3AAHHBIX B NPeanaywmx sepcuax Pea OC
KonconbHsie cpeacrsa Mutepuera

KOMCONbMEE CPEACTBI R0CTYNA K MIMTepHeTy, 0bomno
HCNONBIYEMBIE ARMUHMCT PATOPAMM,

Mpad cpeacrea

MPadHuecKme NPOrPaMME YIPIBACHMA CHCT eMHBIMI
KOMMOMEHTIMM

CoBMecTUMOCTE ¢ ycTapeswmsn dyHrumarm UNIX
MporpamMmsl COBMECTUMOCTH ANA MUFPILIK MAKM
PABOTH € YCTapeBWMMI OKpymenmamp UNIX
Cpeacrsa 6e30NACHOCTH

Cpeacrea 3awmTe: AnR OBECNEUeHHA LENOCTHOCTH M

PucyHok 38

Mocne 3aBepLUEHNst YCTAaHOBKN HAaXXMUTE Ha KHOMKY «[lepesarpyska cuctembl» (Puc.
39.).
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EE XOOYCTAHOBKWM YCTAHOBKA RED OS MURO®

EPEL OC B3 s
MYPOM

Mepearpyms=a o

Hcnoneaosasue 3TOMo NPoOAYMTa NOANAAIET NOQ ACHCT BHME NHMUEHIMOMHOrD Cornawewmnn fusr/share/rd
release/EULA

ad

PucyHok 39

[Mocne nepesarpy3kn OTKPOETCH OKHO nepBon HacTporiku Puc. 40.

PucyHok 40

HaxmuTe Ha ccbinke «MHdopmaumsa o nuueHsum». B nosisusluemcs okHe (Puc. 41.)
oTMeTbTe napameTp «H npuHMMaKrD NUUEH3MOHHOE COornalleHne» N HaXMUTe KHOMKY

«loToBOY.
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PucyHok 41

10.3 3anyck ckpunta «add_testuser_dialog.shy.

o yctaHosku MO KnueHnt ACHIT Ha koMnbloTep Heo6xoaMmo co3aaTb Nonb3oBaTens
«dialog» ¢ naponem «12345678 Qqg#». 3TOM uUenu CNyXutT  CKpUNT Ha fA3blke bash -
«add_testuser_dialog.sh».

CHavana Heo6x0AMMO YCTaHOBUTb ANA YKa3daHHOro dpansia, NpusHak — «BbINOMHUTbY,
B COOTBETCTBYIOLLEM «4eKbOKce» CBOMCTB hbarnna Ha Bknagke — «npaeay». ([JdaHHbI Npu3Hak
He yCTaHOBIIEH NO YMOMYaHUIO B Lensax 6e3onacHocTu).

OTO MOXHO caenaTb, Yepes hannosbin MeHemxep — Caja, ycTaHOBMB KypCcop Ha 9TOT
dann n Haxas MpaBylo KNasBuLly MbIWK, BblIGpaTb CTPOKY — «CBOWCTBa» B OTKPbIBLLUEMCS
MEHI0, KITMKHYB NIeBOW KHOMKOW MbILLN — «CBONCTBa». [anee nepenTtn Ha Bknaaky — «lpasa»
n B cTtpoke — «Bnapgeneu:», ycTaHOBUTb raniouykm B «4YekBOKCax»: YTeHue, 3anucb,

BbINOMHEHME (ecnn He BbINn yCTaHOBIEHbI), Kak Noka3aHo Ha puc. 42.
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_POSetup
CroficTea apxusa «add testuser dialog.shn

KomnsioTep

@ dislog & n Kirsali i et 2 p 2024 11:35:08

L) paboui cron Cp10anp2024 11:35:22

® oainosan cvc Cp10anp 2024 10:30:22
[ir] Cp10.anp 2024 10:31:00
e fymenT PDF Ur29 aer 2024 14:03:32

L zarpys=n cobuie dnarv: YCTaHOBMTL MABHTMG MKATOP Nonb3osaTens (SUID)
1 Mysona YCTaHOBHTE MAGHTHOHKATOP PYNInk! (SGID)

@ naobpaxerua TivnuwiA sticky)

 awgeo e k

M xopumia Kok uncenfined_uobject_ruser_home_t:s0

124 OKT 2024 09:50:42
CTpoiicTEa

PucyHok 42

JIn6o 13 KomaHOHON CTPOKN TepMUHana ¢ npasamMm root BbIMONHUTbL KOMaHAY:

# chmod rwxrw---- “<nyTb_K_dpanny bashckpunta>/add_testuser_dialog.sh”

roe <nyTb_K_cpanny bashckpunrta> — 370 NOMHbLIN NYTb pa3MmeLleHns ganna —
«add_testuser_dialog.sh» B ¢annoson cucteme PEL OC nocne

pasapxmBauun yctaHoBo4HOro apxmea _POSetup.zip. (cM. n.3. gaHHOro pykoBOACTBA).

[ns BbINOMHEHUS cKpunTa HeoOXOAMMO OT MMEHM MNonb3oBaTensl ¢ npaBaMu
agMUHUCTpaTop («rooty», kKOMaHAa — «Su») BbINOMHUTL CrieayoLLy0 KOMaHay B TepMUHane:

“<nyTb_K_dpanny bashckpunta>/add_testuser_dialog.sh”

roe “<nyms_K_c¢palny bashckpunma>”— 3T0 NOSHbIA NYyTb pa3MeLLeHns ganna —
«add_testuser_dialog.sh» B daunoson cucteme PEO OC. (cm. n.3.
AaHHOro pyKOBOACTBA).

[Mprmep BLINOSTHEHUS CKPUNTa B TEPMUHANe npuesedeH Ha puc. 43.
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GalogBheathost/heme/dialog

PucyHok 43

[Mpn aTomM ecnu nosnb3oBaTeslb C TAKUM MMEHEM YXe cyulecTtByeT CuctemMa Bblgact
COOTBEeTCTBYHOLLEE coobLeHne, ecnu HeT, TO NoNb3oBaTeNb 6y,u,eT co3gaH. lNocne atoro
Heobxoaumo nepesarpy3ntb KOMMNbOTEP M B OTBET Ha npurnawleHume OI'IepaLI,VIOHHOI7I

cuctembl PE[] OC BbIGpaTth nonb3oBatens «dialog» n Bontn ¢ naponem — « 12345678 Qqg#».

BHUMAHMUE:
Lanee 05 ecex Oelticmeul, orucaHHbIX 8 0aHHOM pPyKogoocmee HeobxoduMo cmpo2o
cobirodame UMEHHO makol rnopsi0oK exoda 8 ceaHc nonb3osamerns PEJ OC, m.e. om

umeHu rosib3o8ameris «dialog».

10.4 Hactpowka IP-agpeca komnbtoTepa.

[ns HacTpoMKkn ceTeBblX MNapamMeTpoB KOMMbOTEPA MOXHO BOCMOSb30BaTLCH

nHpopmaumei n3 6asbl 3HaHun komnaHum OO0 «Pen CodT» no cebinke - https://redos.red-

soft.ru/base/manual/network/network-settings/, a wnmeHHo pasgen: Hactpowka cetu B

rpachuyeckom ceaHce.

Ana Havyana TpebyeTcs BKIIOUYUTL KOMMBIOTEP M A0XOATLCA 3aBEPLUEHUNA 3arpys3ku,
yCTaHOBMEHHOW Ha npeablaywem atane PEL OC, ecnu koMmnbtoTep Obin BbIKMOYEH, 1 BOUTU
B OC BbIGpaB nonb3osatens — “dialog”, ¢ naponem cosgaHHbiM B . 10.2.

[anee HeoGXoOAMMO OTKPbITb OKHO «CeTeBble COeOUHEHUSI» U YCTAHOBUTb Kypcop


https://redos.red-soft.ru/base/manual/network/network-settings/
https://redos.red-soft.ru/base/manual/network/network-settings/
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yKaszaTtend «Mblllb» KaK NoKa3aHO Ha pUC. 44. n HaxaB npaByk KHOMKY «MbILLX» BbI3BATb

PucyHok 44

KOHTEKCTHOE MEHI0, CEeTEBbIX COeAUHEHUI KakK MokasaHo Ha puc. 45., B KOTOPOM

HEeoBX0AMMO KITMKHYTb FIEBOM KHOMKOMW MbILN CTPOKY — «[MapamMeTpbl COeQUHEHWN. .. »

'
BrAOYNTE NOAAS DHKKY CETK
f BrAHOYWTE YEE 40MNeHUA
CBejeHUA O coeMHE HK
/ MapameTpbl cOefMHEHMIA...

i@ NG ¢

PucyHok 45

B oTkpbiBwemcs okHe «CeTeBble COeanHEHUsI» HeobXxoauMo BbliOpaTb TOT CETEBOW
agantep (B AaHHoM cnyyae — enp0s3), KOTOpbI MMeeT (uandeckoe MNOOKIIYEHME K
KOHKPETHOW FOKarbHOW CEeTU B COOTBETCTBMM C [1pOEKTOM CUCTEMbI M HaxaTb KHOMKY

«M3meHnTb BbIBpaHHOE COeaNHEHMEY, KaK NMOKa3aHo Ha puc. 46.

CeTeBble coeguHeHWA

NMocneasHee ncnonbIoBaHme v
~ Ethernet

enpls3 MUH -

- -E

PucyHok 46

[anee B OTKpbIBLLEMCSH OKHE CBOWCTB CETEBOro agantepa Ha Bkragke «[llapameTpsbl

IPv4d» HyKHO 3agaTb BPYYHYO MapaMeTpbl CETEBOro MNOAKIOYEHUS!, HaXaB KHOMKY
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«[Job6aBunTb», Kak Noka3aHo Ha puc. 47.

M3MeHeHWe enp0s3 - ~ B0
Kims coe grHe HAA enp0s3
HOBHOE Ether CTaHg, nackH 02.1x DCB Npokcn MapameTpbl IPv4 n
MeTog AsTomariueckn (DHCP) -
AdononHUTenbHbIE cCTaTUYECKWe agpeca
Anpec Macka ceTu LWinkos NoBasuTe
Yaanute
JAononHUTenkbHele cepeepel DNS
JloNoNHUTENELHEIE NOWCKOBLIE JOMEHEI
ID knnewHTa DHCP
Tpeboeate agpecauwio IPv4 gns 3Toro coe guHe HAA
MapLipyTeil...
OTMEHWTE + COXpaHuTE

PucyHok 47

[Mocne 3TOro Ha 9KpaHe CTaHeT AOCTYNHO OKHO Ans AobaBneHws napameTpos:

Appec(IP-agpec), Macka ceTu, kak nokasaHo Ha puc. 48.

Tovetdrrrranka
- dlialDg e

Vsmenenve ens33
VMR CoeyHenyA  ens33
MNapawerpsi IPv4 1
Metog  Astomariieckw (DHCP)

[ONONHMTeNLHbIE CTaTHuECKUE AApeCa

Appec Macka ceTn ZAobamums

Yganute

[HononkuensHsie cepsepei DNS
LON0NHUTENEHLIE NOMCKOBLIE AOMEHb!

1D knuexTa DHCP

TpefosaTs agpecauytio IP4 4nA 3Toro CoepHenv

MapupyTe.

OTmesTs  CoxpaHiTs

£ 0 Cerenuie coenueun

i@ W RUL] ) | mwiscniaos

PucyHok 48

[anee cnenoyet BBEeCTUM B COOTBETCTBYyWLWME nona cnepywune 3Ha4dYeHUd Kak

nokasaHo Ha puc. 49. n HaxaTb KHONKY — « CoxpaHuTby». (Ha PucyHok 45 ykasaHbl criyqarHble
3HayeHus: Agpec(IP-agpec) n Macka ceTtn,

cooTteeTcTBUM C [1poekTom cuctembl ACL1Y).

KOHKPETHblE 3HAa4Y€eHNA YKa3blBalOTCA B
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Wsmenenve ens33

Mapamerpu IPyd

HATENL e CepBeps DNS

]

1D xnvenra DHCP

anm

i, 16 cen, 15:50

PucyHok 49

Mocne 3Toro crniegyeT 3akpbiTb OKHO CETEBbLIX MapaMeTpPoB, HAa)aB Ha CUMBOM «X» B
npaBOM BEPXHEM YIiy aKTMBHOIO okHa — «CeTeBble coeAUHEeHUA», Kak NoKasaHo Ha puc.
50.

PucyHok 50

HdenctBna paHHOro nyHkTa Heobxogumo npogenaTtb And OcCTalbHbIX CeTeBbIX
aganTepoB, B cooTBeTcTBMM C Tabnuuen I[P agpecoB, ecnu [1pOekTOM CUCTEMBI
npesyCcMOTPEHO MOAKMIOYEHNE LOAaHHOIO KOMMbIOTEPA K HECKOSNbKMM JlOKalNbHbIM CETAM,

npumep Tabnuubl NPUBEAEH HMXKE.
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Ne IP anpec cetn | IP aapec ceTrh
n HanMeHOBaHUE 00beKTA N P No 2 Y I[Ipumeuanue

HNHKeHepHBIA KOPIYC

" | Umxenepa

Mocne nepesarpy3km KomnblotTepa NaMeHeHUd BCTYNAT B CUITY.

10.5 YcraHoBka hostname komnbtotepa APM UHxeHepa.

[nsa yctraHoBku napameTtpa - hostname komnbioTepa Heob6xooMMoO B TepMuHane oT
UMeHU nonb3oBaTend C npaBamu «root» BbINONHUTL KOMaHAy: hostnamect! set-hostname
arm-ing.

Mpymep BbINOMHEHNA OaHHOM KOMaH4bl NpvBedeH Ha puc. 51. BTopas komaHga

BbIBOOUT YCTaHOBIIEHHOE 3Ha4yeHne hostname komnboTepa — «arm-ing».

ORI

~ 0 e e

H Y=t

PucyHok 51

10.6 BbinonHeHne KomaHabl “ping” — npoBepka HacTponkn IP
aZpecoB KOMMNbIOTEPOB.

[ns npoBepku NpaBUNbLHOCTU HacTpouku IP agpecoB crnefyeT BKAKYUTL U 3arpy3nTb
o6a komnbtotepa (APM WHxeHepa wn cepsep [1Y1), BOWTM Ha Ha OAHOM W Ha LpYyroMm

KoMnbloTepe OT MMeHn nonb3oBaTtensa — dialog. [danee B TepmuHane komnbtotepa APM
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NHxeHepa OT MMeHM nonb3oBaTens ¢ npaBamu «root» (komaHaa — Su) BbINONMHUTL KOMaHAY:

# ping 10.0.1.4

roe Bmecto — 10.0.1.4 Heobxooumo ykasaTb KOHKpeTHoe 3HadeHue |IP-agpeca
KomMmnbtoTepa - cepep Y1 B nokanbHOW ceTu, B cooTBeTCTBUM C [poekTom cuctembl ACLLY.

3aTem B TepMuHane komnbtotepa cepsep Y1 oT umeHn nonb3oBaTensd ¢ npaBamu
«root» (KomaHga — su) BbINOSTHUTL KOMaHAy:

# ping 10.0.1.11

roe Bmecto — 10.0.1.11 HeobxoguMmo ykasaTb KOHKpeTHOe 3HayeHue |P-agpeca
kKomnbtoTepa — APM UNHxeHepa B NokanbHOM CEeTU, B COOTBETCTBUM C [1pOEKTOM CUCTEMBDI
ACOY.

HaHHbiM obpa3om HeobxoouMMO MpPOBEPUTH NPaBUNIBHOCTb YCTaHOBKM Bcex |P-
agpecoB HasHaveHHbIX komnbloTepy APM MHxeHepa B COOTBETCTBUM C MPOEKTOM CUCTEMBI,
ana napoel APM WuxeHepa — Cepsep Y1,  [danee aHanormyHbiM obpasom crnegyet

nposeputb Nnapy APM UnxeHepa — Cepsep MY2.

Mpumep BbINOMHEHUST 6e3 oWMbOK OAHON M3 KOMaHA NokasaH Ha puc. 52.

PucyHok 52

[nsa octaHoBa paboTbl KOMaHAb! ping 4OCTAaTOYHO HaxaTb <ctrl/c>. B cnyvae Bbigaym
OLWNBKM NpW BbINOSIHEHUM KOMaHAbl ping, HE0BX0ANMMO NPOBEPUTL NpaBUibHOCTL BBoda IP
afgpecoB KOMMbIOTEPOB M NpU  HEOBXOOAMMOCTM MOBTOPUTL LIArK, W3MNOXEHHble Ha
npeaplaywmnx cTpaHuuax, B criydae Heycnexa obpaTUTbCA K agMUHUCTPATOPY JOKanbHOW

ceTn.
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10.7 [MpoBepka BkNtoYeHus goctyna no SSH.

B danne /etc/ssh/sshd_config.d/01-permitrootlogin.conf:
e MOMeHATb CTPOKY - PermitRootLogin no
Ha cTpoky - PermitRootLogin yes
e nepesanycTuTb ssh, BbINOMHUB KOMaHAy B TEPMUHAne:

systemctl restart sshd

11. YcraHoBka 6a3bl gaHHbIX PostgreSQL14 Ha CepBep MY1 u MY2

[na atoro Ha komnbtoTepe Cepsep Y1 BONTM B TEPMUHAN U OT UMEHM NONb30OBATENS C
npasamu root (agMuHUCTpaTop) (KOMaHga — su) 1 ganee (BCce KOMaHAbl OT WMEHWU root)
BbIMOMHUTL PS4 KOMaHA:

YcTaHoBka 6a3bl gaHHbIX (B)

dnf install postgresql14-server

WHnumnanmsaumns 6a3sbl gaHHbIX:

postgresql-14-setup initdb

3anyctnte cnyxby cepsepa bB[l, nponucatb B aBTO3anyck M MNpPOBEPUTb TeKyllee
COCTOSIHUE:

3anyck cny»obl:

systemctl start postgresql-14.service

KomaHpa ycTaHOBKM aBTO3anycka cnyxobl:

systemctl enable postgresql-14.service --now

KomaHga npoBepku ctatyca Cnyxobi:

systemctl status postgresql-14.service

B BbIBOgE KOMaHAbl JOMKHO ObiTb 0TOBpaxeHo "Active: active (running)"

OtpepakTupoBaTtb hawnn - /var/lib/pgsql/14/data/postgresql.conf

- YkasaTb napameTp - listen_addresses ="
- PackommeHTMpoBaTb CTOPOKY - port = 5432

CoxpaHutb dann.
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OTtpepaktupoBatb dawnn - /var/lib/pgsql/14/data/pg_hba.conf

nobasutb cTpoky - host all all 0.0.0.0/0 md5
nepeg ctpokon - host all all 127.0.0.1/32 scram-sha-256

CoxpaHutb dann.

[NepesanycTntb cepBuUc

systemctl restart postgresql-14.service

BownTu B 6a3sy gaHHbIX:

Su - postgres

Bxog B 6asy

psql

Cos3gaTtb Nnaposib KOMaHAoW:

\password

(B_cTpoke-3anpoce CUCTEMbI, Kak MOKa3aHO Hwke, BBeAMTe naponb - dirans nocne
OBOETOuYNS)

BeeguTte HOBbIV Naponb Ans nonb3osatensd "postgres”: dtrans

BHUMAHMUE:

IOnga Bbixoga u3 obono4ku postgres shell BbinonHuTe:

\q

[ng BbIXoaa U3 TEKYLLEen y4eTHOM 3anucu postgres BbINOJSIHUTE:

exit

[MepesanycTnTb cepBuUC

systemctl restart postgresql-14.service

OTpepaktupoBaTb dann - /var/lib/pgsql/14/data/pg hba.conf

3ameHunTb CTpoKy - local all all peer
Ha cTtpoky - local all all md5

CoxpaHutb cann.

[MepesanycTnTb cepBuUC

systemctl restart postgresql-14.service
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[anee HyxHO co3gaTtb dann — “/home/dialog/.pgpass”.  3T1oT hann Heobxogmum Ons
aBTOMaTM3NPOBAHHOW paboTbl cUCTEMbl C 0a30M AaHHbIX, T.€ MPW BbINOMHEHWM KOMaHAbl,

cucrema 6y,qu nony4yartb Naposib Nosfb3oBaTenia postgres aBToMaTUYECKN U3 3TOrO cpa|7|na.

dann MOXHO co3gaTb OAHOM KOMaHAOW M3 TepMuHana OT MMEHM Mnonib3oBaTens C
npaBamMu agMuMHUCTpaTop
# echo *:*:*:postgres:dtrans > /home/dialog/.pgpass

(KpacHbim usemom ebiderieH cobcmeeHHo Maporis, Komopsbill 6bi co30aH Ha npedbidywem waze).

[na orpaHudeHns poctyna k 6asam JgaHHbIX ANs BCEX, KpOMe aaMUHWUCTpaTtopa,
yCTaHaBnNuBaeM npasa OrpaHMYEeHHOro AoCcTyna K dawsy ¢ naponeM, BbIMOSTHUB KOMaHAYy:

# chmod 0600 /home/dialog/.pgpass

AHanorM4yHo Bce BbILENEPEYNCIIEHHOE B 3TOM NyHKTE 11. BbINOMHUTL HA KOMMbIOTEPE
Cepsep INY2.

12. YctaHoBka MO KoHTponb gocTyna nonb3oBaTeneun

BHUMAHME:

12.1 YcrtaHoBka 6a3oBoro 10 KoHTponb JocTyna nonb3oBaTtenemn

Ona yctaHoBkn 1O «KoHTpomnb goctyna nonb3oBaTenen» HeobxoaMmo 3arpysuTb
(BKMOYMTL  KOMMbIOTEP) W  BOWTM OT WMeHUM nonb3osatens «dialog» ¢ naponem
«12345678_Qag#».

[anee 3anyctutb TepMuHan W BbINOMHUTL KOMaHdy - «Su», T.e. BOUTU OT MMEHU
nonb3oBaTens ¢ npaBamMn agMMHUCTPATOp («root»).

Mocne aTtoro Heob6xoaAMMO TakXke Kak B M. 3 yCTaHOBUTb ANnsa hanna - security policy-
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1.1.6-1.el7.x86_64.rpm npaBa Ha BbIMOMNHEHNE.
3aTteM BbINOMHUTL B TEpMUHAnNe CneayoLyto KomaHay:
dnf install <nyTb_K_dpanny-rpm>/security _policy-1.1.6-1.el7.x86_64.rpm
roe <nyTb_K_dpanny-rpm> — 370 MOSHbIN NyTb pa3MmeLleHna danna —
«security_policy-1.1.6-1.el7.x86_64.rpm» B cparinoson cucteme PE[ OC.

[Mpumep BbINOMHEHNA 4aHHOW KOMaHAbl B TEpMUHare npueegeH Ha puc. 53.

PucyHok 53

Ha npurnawenuve — «lpogomkntb? [A4/H]:» B HWXXHEN YyacTn okHa TepMmuHana cregyet
BBECTU CUMBOS — «» Ha PYCCKOM pernctpe kKnaBmaTypbl, Kak nokasaHo Ha puc. 54. [lpu atom
ytunuta DNF npoBoant cTaHaapTHYO npoueaypy NpoBepKku 3aBUCUMOCTEN U KOHAITUKTOB C YXXe

YCTaHOBJIEHHbIMW NaKeTaMn.

n
BWPE[ OC M)

PucyHok 54



44

PesynbTat 3aBeplueHnsa onepaumm yctaHoBkm MO KoHTponb JocTyna nonb3oBaTtenen
nokasaH Ha puc. 55. [lo ymonyaHuio nakeT ycTaHaBnMBaeTCAa B katanor — «/opt/dialog».

B 3aBMCMMOCTM OT CKOPOCTM O0CTyna WHTEPHET-COeAMHEHUS BPEMSI YCTaHOBKW BCEX

HeobXo4MMbIX MAKeTOB Mpu paspelleHnn 3aBUCUMOCTEN MOXET 3aHMMaTb OO0 HECKONbKUX

MUHYT.

dhalog Blocalhost home/ dislog

PucyHok 55

12.2. YcrtaHoBka agantupoBaHHoro O KoHTponb goctyna
nonb3oBaTenemn.

Ons KoppektHonm paboTtbl 10 HeobxogMmo yCTaHOBUTL rpm-nakeT, dann -—
«security_policySokol-1.1.6-1.el7.noarch.rpm», cogepxawun agantuposaHHoe 10O (HacTporku
N OaHHble AN TECTUPOBAHMS HA HEKOTOPOKW BUPTYaribHOW NIMHUN METPOMNONUTEHA).

BHUMAHUE:

BCE Ha3BaHUA OOBLEKTOB MCMNOMb30BaHHble B AaHHOM 1O wn BbiBOAWMbIE HA 3KpaH
MOHMTOpPA SBNAOTCA BbIMbILUMEHHBIMW, @ BCE COBMAAEeHWss C BO3MOXHbIMW pearnbHbIMU

obbekTaMmm — YncTas criy4anHocCTb.

CHa4vana HeoOxogMMO Takke Kak B M. 3 yCTaHOBUTbL ANns dpanna - security policySokol-
1.1.6-1.el7.noarch.rpm npaBa Ha BbINONIHEHME.
[anee ana ycTtaHOBKM rpm-naketa Heobxoaumo 3anyctutb TepMmuHan Ha BM un

BbIMOJITHATb KOMaHAy - «su», T.e. BOMUTU OT MMEHM Nonb3oBaTens c npasamMmn agMMHUCTPATOP.
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3aTteM BbINOMHUTBL B TEpMUHAnNe CneayoLyto KomaHay:
dnf install <nyTb_K_dpanny-rpom>/security _policySokol-1.1.6-1.el7.noarch.rpm
roe <nytb_K_dpanny-rpm> — 370 MOSHbIN NyTb pa3meLleHna danna —
«security_policySokol-1.1.6-1.el7.noarch.rpm» B channoson cucteme PE[] OC
(cM. N.3.) AAHHOro PyKOBOACTBA).

[Mpumep BbINOMHEHNA AaHHOW KOMaH4bl B TepMUHane npueeaeH Ha puc. 56.

PucyHok 56

Ha npurnawenue — «lMpogomkntb? [o/H]:» B HWXHEN 4YacTn okHa TepmuHana cnegyet
BBECTU CUMBOJT — «4» HA PYCCKOM perncTpe KnasuaTypbl.
PesynbTat 3aBepLueHust onepauumn yCTaHOBKM rpm-nakeTa «security _policySokol-
1.1.6-1.el7.noarch.rpm» nokasaH Ha puc. 57. 1o ymonyaHuio NakeT ycTaHaBnNnBaeTcs B

katanor — «/opt/» B nanku — «dialog» n «dialog_share».

PucyHok 57
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13. Hactpoiika MO Ha komnbloTepe APM UHXxeHepa

13.1. [eHepauma u paccblirnka root ssh krnoven

OT umeHun nonb3oBaTend ¢ npasamu root Ha komnbioTepe APM UHXeHepa BbINONMHUTL B
TepMuHane cnegyowme KoMaHabl, 4518 Co34aHns KNYen 1 paccbiniku nybnmyHoro knwo4va root
Ha BCe KOMMbIOTEPbI, MOAKMIOYEHHbIE K JIOKanbHOW CEeTU B COOTBETCTBUM C MNPOEKTOM, (B
npouecce BbINONHEHNs ByaeT 3anpawmBaTbCa Napofb Nonb3oBaTensd superadmini, KOTOPbIN

HeoOXoAMMO BBOAMTb C KnaBumaTtypbl, NGO, 4YTO nNpeanoyvTUTENbHO, CKOMMPOBaTb TEKCT
KpacHoro ueta oTctoga - 111111111Qq@):

# cd /opt/dialog/szi_control/bin/script/ssh
# ./root_ssh_keys.sh

lNprmep BbINOMTHEHUSA KOMaHA NPUBEAEH HMXE Ha puc. 58.
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[dialog@arm-ing ~]$ su

ITapons:

[root@arm-ing dialog]# cd /opt/dialog/szi_control/bin/script/ssh
[root@arm-ing ssh]# ./root_ssh_keys.sh

Kitou monp30BaTens root cymecTByeT

10.0.1.1

10.0.1.1: Het cBa3u!
10.0.1.5

10.0.1.5: Hert cBazu!
10.0.1.6

10.0.1.6: Het cBa3u!
10.0.1.13

10.0.1.13: Het cBsa3u!
10.0.1.14

10.0.1.14: Het cBsa3u!
10.0.1.19

10.0.1.19: Het cBsa3u!
10.0.1.3

10.0.1.3: Het cBa3nu!
10.0.1.4

10.0.1.4

The authenticity of host '10.0.1.4 (10.0.1.4)' can't be established.

ED25519 key fingerprint is
SHA256:2nPvWt0A++qhfON9q9dBLOIX3B4umgrm6KGLYHVeS7U.

This key 1s not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.1.4"' (ED25519) to the list of known hosts.
ssh-rsa

ARUOHk= root@arm-ing
ssh-rsa

ARUOHk= root@arm-ing

10.0.1.4

123

10.0.1.7

10.0.1.7: Her cBs3u!

10.0.1.16

10.0.1.16: Hert cBa3n!

10.0.1.11

10.0.1.11

The authenticity of host '10.0.1.11 (10.0.1.11)' can't be established.
ED25519 key fingerprint is
SHA256:q305qm62EDpCbq4/9B71P0DOg1qlfgDrh2VoULtNfrg.

This key 1s not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.1.11" (ED25519) to the list of known hosts.
ssh-rsa

PucyHok 58
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ARUOHKk= root@arm-ing
ssh-rsa

ARUOIIk= root(@arm-ing

10.0.1.11

123

10.0.1.17

10.0.1.17: Het cBsa3u!
10.0.1.18

10.0.1.18: Het cBasu!
10.0.1.103
10.0.1.103: Het cBsazu!
10.0.1.31

10.0.1.31: IleT cBsa3u!
10.0.1.32

10.0.1.32: Het cBazu!
10.0.1.35

10.0.1.35: Het cBsa3u!
10.0.2.37

10.0.2.37: Het cBsa3u!
10.0.1.21

10.0.1.21: Het cBsa3u!
10.0.2.111
10.0.2.111: Her cBsa3u!
FINISH

[root@arm-ing ssh]#

Puc. 58 okoHYaHue.

13.2. YcraHoBka hostname Ha BCe KOMIMbIOTEPHI.

OT umeHun nonb3oBaTens ¢ npasamu root Ha komnbioTepe APM UNHxXeHepa BbINONMHUTL B
TepMuHane creaylwme KomaHabl (onpegensatoTcs no ip — agpecam no canny /etc/hosts mns
coctaBa naketa security_policySokol, wucnonb3ytoTca B HacTporkax 6e3onacHoOCTU w
LEeHTpann3oBaHHOIo NIOrMpoBaHNS):

# cd /opt/dialog/security policy/script

# ./make_hostname_all_comps.sh

[Mpumep BbINOMHEHUS KOMaHL, NpuBeaeH Ha puc. 59.

CoobuweHune nporpammel Tuna - 10.0.1.1: HeT ceasun! OsHavaeT, 4to no AaHHomy |IP-agpecy oTcyTcTByeT

NoAKITtoYeHNe(BbIKMIOYEH KOMMbIOTEP), MO0 AaHHbIN IP-agpec He HacTPOEeH Ha KOMMbIOTEpPE.
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[root@arm-ing ssh]# cd /opt/dialog/security policy/script
[root@arm-ing script]# ./make hostname all comps.sh
srv-reserv | 10.0.1.1
10.0.1.1: Het cBsa3u!
dech3-11]10.0.1.5

10.0.1.5: Het cBsa3u!
dch3-2]10.0.1.6

10.0.1.6: Het cBsa3u!
dchl-1]10.0.1.13
10.0.1.13: Het cBsa3u!
dchl1-2|10.0.1.14
10.0.1.14: Het cBsa3u!
arm-sd-edc | 10.0.1.19
10.0.1.19: Het cBsazu!

pul | 10.0.1.3

10.0.1.3: Het cBs3u!

pu2 | 10.0.1.4

pu2

10.0.1.4

FIN

zul | 10.0.1.7

10.0.1.7: Het cBsa3u!

zu2 | 10.0.1.16

10.0.1.16: Het cBsa3u!
arm-ing | 10.0.1.11

My addr

arm-ing

10.0.1.11

FIN

arm-anl | 10.0.1.17
10.0.1.17: Het cBsa3u!
arm-an2 | 10.0.1.18
10.0.1.18: Het cBsa3u!
arm-an3 | 10.0.1.103
10.0.1.103: Hert cBsi3u!
ssl-trop | 10.0.1.31
10.0.1.31: Het cBa3u!
ss2-trop | 10.0.1.32
10.0.1.32: Het cBsa3u!
arm-dscpl-trop | 10.0.1.35
10.0.1.35: Het cBsa3u!
arm-dscp2-trop | 10.0.2.37
10.0.2.37: Het cBsa3u!
arm-dezh-metro | 10.0.1.21
10.0.1.21: HeTt cBsa3u!
arm-ing-edc | 10.0.2.111
10.0.2.111: Het cBsaszu!
FINISH

[root@arm-ing script]#

PucyHok 59
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13.3. CosgaHue n paccbinka ssh Krnoven ans nonb3oBartens — nouser

[na co3maHus KMoYen 1 pacchinkv nyGnmMyHoro knova nonb3osartens nouser! Ha Bce
KOMMblOTEPbI HEOOXOOUMMO OT MMEHW nonb3oBaTens ¢ npaBamu root Ha komnbioTepe APM

VHxeHepa BbINOMHUTL B TEPMUHANE CrEAYIOLLNE KOMAHAPI:
# cd /opt/dialog/szi_control/bin/script/ssh

# ./ssh_keys.sh nouser

(B npouecce BbINoNHeEHUs1 ByaeT 3anpalmnBaTbCa Naposib Nonb3oBatens superadmini,
KOTOpPbIN HEOOXOAMMO BBOAMTb C KnaBwuaTypbl, NMMOO, YTO MPeanodYTUTENBHO, CKONUPOBATb

otctoga - 111111111Qgq@ (naponk BblAeNeH KpacHeiM 6e3 npobenos!).

lNpumep BbINOMHEHUSA KOMaHA npuBeaeH Ha Puc. 60.

CoobuweHune nporpammel Tuna - 10.0.1.1: HeT ceasu! O3HavaeT, 4To nNo AaHHomy |IP-agpecy oTcyTcTByeT

nokntoveHue(BbIKMYEeH KOMNboTep), NMbo AaHHbIN IP-agpec He HAacTpoeH Ha KOMMbIoTepe.

" MNonb3oBaTenb — “nouser” ¢ TEXHONOMMYeCKMM NaporiemM co3gaeTcs aBToMaTndecku npu yctaHoke MO «KoHTporib
JocTyna nonb3oBaTtenen» Ha KOMMbTep.
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[root@arm-ing dialogl# cd /opt/dialog/szi_control/bin/script/ssh
[root@arm-ing ssh]# ./ssh_keys.sh nouser

Generating public/private rsa key pair.

Enter file in which to save the key (/home/nouser/.ssh/id_rsa):
Enter passphrase (empty for no passphrase): <« Haxars knaeuwy
Enter same passphrase again: "Enter"
Your identification has been saved in /fhome/nouser/.ssh/id_rsa
Your public key has been saved in /home/nouser/.ssh/id_rsa.pub
The key fingerprint is:
SHA256:yBNUp+HgemyPKeDn+dQ59palMCV8pPxJRN89GRGAO/c nouser@arm-ing
The key's randomart image is:

+---[RSA 3072]----+

| ..0. o+0]

| ..o+ .o+|

|  o.+0. .o+]

| =+=..+E|

| =BS.. .|

| . .oo00. |
|...00=.0 |

| . o+++.0+ |

| o+=+.... |
+----[SHA256]----- +
10.0.1.1

10.0.1.1: Het cBa3swu!
10.0.1.5

10.0.1.5: Het cBasu!
10.0.1.6

10.0.1.6: Het cBa3su!
10.0.1.13

10.0.1.13: Hert cBasu!
10.0.1.14

10.0.1.14: Hert cBasu!
10.0.1.19

10.0.1.19: HeTt cBasu!
10.0.1.3

10.0.1.3: Hert cBasu!
10.0.1.4

Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/nouser/.ssh/id_rsa.pub"
Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already
installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install
the new keys BBecTu ¢ KnaBmMaTypbl
nouser@10.0.1.4's password: WM BCTABUTL

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'nouser@10.0.1.4"

and check to make sure that only the key(s) you wanted were added.

0

ssh-copy-id Hopma

10.0.1.4

Cannot stat /home/nouser/.ssh/known_hosts: No such file or directory

# 10.0.1.4:22 SSH-2.0-OpenSSH_8.9

#10.0.1.4:22 SSH-2.0-OpenSSH_8.9

# 10.0.1.4:22 SSH-2.0-OpenSSH_8.9

# 10.0.1.4:22 SSH-2.0-OpenSSH_8.9

# 10.0.1.4:22 SSH-2.0-OpenSSH_8.9

10.0.1.7

10.0.1.7: Het cBa3su!

10.0.1.16

10.0.1.16: Het cBa3su!

10.0.1.11

PucyHok 60
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Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/nouser/.ssh/id_rsa.pub"
Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already
installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install
the new keys

nouser@10.0.1.11's password: -
Number of key(s) added: 1 nnu BCTaBUTb
Now try logging into the machine, with: "ssh 'nouser@10.0.1.11""

and check to make sure that only the key(s) you wanted were added.

0

ssh-copy-id Hopma

10.0.1.11

#10.0.1.11:22 SSH-2.0-OpenSSH_8.9

#10.0.1.11:22 SSH-2.0-OpenSSH_8.9

#10.0.1.11:22 SSH-2.0-OpenSSH_8.9

#10.0.1.11:22 SSH-2.0-OpenSSH_8.9

#10.0.1.11:22 SSH-2.0-OpenSSH_8.9

10.0.1.17

10.0.1.17; Hert ceasu!

10.0.1.18

10.0.1.18: Hert ceAasu!

10.0.1.103

10.0.1.103: Hert cBasu!

10.0.1.31

10.0.1.31: Het ceasu!

10.0.1.32

10.0.1.32; Hert ceasu!

10.0.1.35

10.0.1.35: Hert ceasu!

10.0.2.37

10.0.2.37: Het cBasu!

10.0.1.21

10.0.1.21: Het ceasu!

10.0.2.111

10.0.2.111: Her cBAa3su!

FINISH

[root@arm-ing ssh]#

BBecTu ¢ KnaBmMaTtypbl

Puc. 60 oKoOHYaHue.
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14. Co3paHue n HacTpomka 6a3bl AaHHbIX NOfIb3oBaTenen
cuctembl ACL1Y.

BHUMAHUE:
CosgaHwne n HacTporka 6a3bl AaHHbIX NPOU3BOANTCA YAaNeHHo, ¢ koMmnbtoTepa — APM

NHxxeHepa.
Ha komnbtoTepe - Cepep MY 1 gomkeH ObITb 3anyLueH cepBep postgresql14 (cm. n.
4.1.).
Hanee Heobxoammo Ha komnbioTepe APM UHxeHepa OT MMeHn nonb3oBaTtens ¢ npaBsamu

agMUHUCTpaTop («root», KOMaHga — «Su») BbIMOMHWTL B TEepMuUHane creayloLime
KOMaHAbl:

- NepenTun B KaTanor HacTtpounku B:

# cd /opt/dialog/security _policySokol/install/db

- co3gaTtb U HacTpouTtb Bl nonb3oBaTenen:

# ./install_database pu1.sh szi_control setup

- Nanee co3paTtb 1 HacTpouTb Bl KOHTPONISA BEPCUIN:

# ./install_database pu1.sh rpm_info setup

Cos3gaHne n HacTpomnka 6a3bl OaHHbIX Ha KomnbtoTepe — cepsep Y2 npousBoantca
aHanormyHeiM obpasom, yaaneHHo ¢ komnbioTepa — APM WHxeHepa. Ha komnbtoTepe -
Cepsep Y2 gomxeH 6bITb 3anyweH cepsep postgresql14 (cm. n. 4.1.).

Hanee Heobxoanmo Ha komnbloTepe APM VHXeHepa OT MMeHN Nonb3oBaTesnis C NpaBamu
agMuHucTpaTop («root», koMaHga — «Su») BbINOMHWTL B TEepMUHane cnegylowue
KOMaHabl:

- NepenTun B KaTanor HacTpounku B:

# cd /opt/dialog/security policySokol/install/db

- co3paTtb U HacTpouTb Bl nonb3oBaTenen:

# ./install_database pu2.sh szi_control setup
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- Danee co3paTtb 1 HacTpouTb BIl KOHTPOS BEPCUN:

# ./install_database pu2.sh rpm_info setup

15. YctaHoBka 6a3oBoro MO KnueHnt ACHI

MO Knunent ACHIT kak npaBuno yctaHaBnvBaeTcs Ha komnbtoTep APM UHxeHepa (B
COOTBETCTBUM C npoekTom cuctembl ACLY) n obecneumBaeT uHTepdenc onepaTtopa Ans
LeHTpanu3oBaHHOMW paboTbl C Y4YETHbIMM  3anNUCAMM  MOMb30OBaTENEN, KOHTPONS WU

cnHxpoHm3aummn Hactpoek OC Ha komnbioTepax ACLY.
BHAMAHMUE:

[anee Ha komnbioTepe «APM unHxeHepa» OT WMMEHW MOfb3oBaTENs C nNpaBaMu

agMunHUCTpaTop («root», KoMaHaa — «Su») BbINOSHUTL CReayoLY0 KOMaHay:
dnf install <nyTb_K_panny-rpom>/asnpcli-1.1.8-1.el7.x86_64.rpm
roe <nytb_K_dpanny-rpm> — 370 MOSHbIN NyTb pa3meLleHna danna —
«asnpcli-1.1.8-1.el7.x86_64.rpm» B annoson cucteme PEO OC, (cm.
OKOH4YaHMe n. 3 [OaHHOro pyKoBOACTBA). XO4 BbINOSIHEHUS YCTAHOBKM M U306pakeHns

TepMUHana nosIHOCTbIO MAEHTUYHBI N.6 AaHHOro pykoBoacTea(npumep ans BM).

16. YctaHoBka agantupoBaHHoro MO KnueHt ACHI.

Ona koppektHon paboTbl MO Heo6Xx0AMMO yCTaHOBUTb BCMOMOraTesbHbIN rpm-naker,
dann — «backup_managerSokol-1.1.1-1.el7.noarch.rpm», cogepxawmi agantuposaHHoe 10O
(HacTpomku 1 AaHHbIe A5 TeCTUPOBAHUSA Ha HEKOTOPOWN BUPTYarbHOM NMMHUM METPOMONUTEHA).

Mpn peanusauun KoHkpeTHoro [NpoekTa, AaHHbIM nakeT OyaeT coaepXaTb pearnbHble

OaHHble NpegocTaBlieHHbIe 3akasuymkom.
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[Ona ycTaHOBKM [aHHOrO BCMNOMOraTenbHOro naketa HeobxoaMMO OT  MMEHU
nonb3oBaTtesia ¢ npaBaMn agMMHUCTpPaTop («root», KoMaHZa — «Su») BbINOSIHUTL CrEeaYHOLLYIO
KOMaHAay:

dnf install <nyTb_K_dpanny-rom>asnpcliSokol-1.1.9-1.el7.noarch.rpm.

roe <nyTb_K_cpanny-rpm> — 3T0 NOSHbIA NyTb pasmeLleHns danna —
«asnpcliSokol-1.1.9-1.el7.noarch.rpm» B dannoson cuctreme PE[ OC, (cm.
OKOH4YaHMe n. 3 AaHHOro PyKoBOACTBA). Xoa BbLINOMHEHNS YCTAHOBKU U Mn306paxeHns
TepMuHana nosIHOCTbO MOEHTUYHbI N.7 4aHHOro pykosoactea(npumep gns BM).

Mpn nepeon yctaHoBke 1O «KnueHt ACHI», B ueHTpanusoBaHHon Bl cogepxutcs no
OZHOMY MONb30BaTESIIO B KAXA0WN rpynne:

- B rpynne aucnetyepos — VIBaHOB;

- B rpynne uHxeHepos — engineer1;

- B rpynne agMuHuctpaTtopos — administrator1;

- B rpynne rrnaBHbIX agMUHUCTPATOPOB — superadmini;

YyeTHble  3anucu  nonb3oBaTtenen  engineer1, administrator1, superadmini
aBToMaTudeckn cosgatotca B OC APM (B Hawem cnydae komnbtoTep APM uHxeHepa), Ha
KOTOPbIN YyCTaHaBnMBaeTCa MporpamMma, HO OHM 3abnokMpoBaHbl, T.K. Yy MNONb30OBaTeENen
OZHOPAa30BbIN NApPOIib.

Mocne ycTaHOBKM NporpaMmmbl, Nofb3oBaTENN LOMKHbI CMEHUTb MNaposiv Ha NOCTOSAHHbIE
N NpmBA3aTb KapTy AOCTyna.

[Mpyn NOBTOPHON YCTaHOBKE y4YeTHbIE 3annucuy nonb3oBaTenen He U3MEHSAITCS.

Pabotatb ¢ TllO «KnueHt ACHII» wnmeeT npaBo nonb3oBaTtenb C NpaBamu

agMUHMCTpaTopa Uiy rmaBHOro agMUHMUCTpaTopa.

17. 3anyck MO KnueHnt ACHI

Ons 3anycka MO Heo6xo0AMMO BbINOMHUTL AEUCTBUS, NPUBEAEHHbIE B M. 8. AAHHOrO

pyKoBOACTBA.

18. Ypanenue MO Knuent ACHI.

Onsa yoanenusa MO Heo6xoouMO BbINOMHUTL OENCTBUS, NPUBEAEHHbIE B M. 9. AAaHHOro

pyKoBOACTBA.
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NUCT PEFUCTPALN UBMEHEHUI
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